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VPNs, copyright and protecting personal
information
Linda-Jane Vanhear FRANKEL LAWYERS
Key points for lawyer’s advising clients:
• Lawyers may advise clients that s 115A of the
CopyrightAmendment (Online Infringement)Act 2015
(Cth), which allows a copyright holder to apply to
the Federal Court to order a Carriage Service
Provider to take reasonable steps to disable access
to an overseas website if its primary purpose is to
infringe or facilitate the infringement of copyright,
is not intended to capture Virtual Private Networks
(VPN) that are promoted or used for legitimate
purposes.
• Individual users and businesses may lawfully
protect their online privacy by using a VPN to
prevent metadata being collected under the new
mandatory data retention scheme because a VPN
is a secure network which may be lawfully used to
encrypt a user’s internet traffic.
• Clients should be advised that depending on the
particular circumstance, some online geo-blocking
measures may be considered a Technological Protection Measure (TPM) under the Copyright Act 1968
(Cth) (Copyright Act).
• Use of a VPN to circumvent geo-blocked content
that is considered a TPM may enable a copyright
owner to bring an action against that person for
circumventing an access control technological protection measure by virtue of s 116AN of the
Copyright Act.

Introduction
The most recent results from the Office of the
Australian Information Commissioner’s 2013 longitudinal study of attitudes to privacy revealed that the
majority of the study’s participants believe that the use
of online services poses the greatest risk to their privacy
relating to personal information. 1 One thousand Australians from a range of age groups, locations and
backgrounds participated in the study.2 More specifically, a quarter of the study’s participants regarded ID
fraud and theft as the greatest online risk (23%),
followed by data security (16%) and risks to financial
data in general (11%).3
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Correspondingly, a 2015 research report on protection of online privacy in Australia has recognised an
exponentially growing trend towards Virtual Private
Network (VPN) subscription, noting a 500% increase in
VPN subscriptions for the Australian market since
October 2014.4 The report observed that as many as 16%
of Australians are using VPNs to protect their privacy
online, with more than one in five Australians aged
18–34 paying to hide their digital identity.5 VPN users
often pay simply by using a credit card, since a VPN
service provider is likely to log a user’s IP address and
therefore already have access to basic user service data.
Should a VPN user wish to keep themselves completely
anonymous, they may do so by choosing to pay using a
pre-paid credit card which has been purchased using
cash or through virtual currency such as “Bitcoin”.
Both digital marketing strategists and VPN service
providers have credited this upward trend to the major
changes in the way online activity is policed in Australia.6 This includes recent amendment to the Copyright
Act which allows copyright holders to apply for an
injunction in the Federal Court to order Carriage Service
Providers to take reasonable steps to block overseas
piracy websites,7 and draft legislation which seeks to
introduce a new industry code to bring in three strikes
infringement notices for copyright infringement, as well
as a major Federal Court ruling which granted a copyright owner preliminary discovery to retrieve the personal information of individual copyright infringers
from internet service providers.8 Other major changes
include the passage of mandatory data retention legislation, affecting the way Australians are monitored online.9

What is a VPN?
A VPN is a method for the extension of a private
network across a public network, such as the internet.10
It enables users to send and receive data across shared or
public networks as if their computing devices were
directly connected to the private network, thus enabling
users to benefit from the functionality, security and
management policies of the private network.11
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Online privacy is increased with a VPN because the
user’s initial IP address is replaced with one from the
VPN provider, preventing metadata collection.12 To do
so, VPNs use advanced encryption protocols and secure
tunneling techniques to encapsulate all online data
transfers. VPNs vary in their cost but can be purchased
by individuals for less than $5 a month.13
Common uses of VPNs include:14
• to prevent organisations or agencies from collecting a user’s metadata, thereby protecting personal
identity and location;
• to circumvent geo-restrictions and censored content; and
• for business, to provide employees with remote
access to corporate resources over the public
internet, while maintaining privacy of information. VPNs can also securely connect geographically separated offices of an organisation, creating
one cohesive network.

Copyright Amendment
Infringement) Act 2015

(Online

The Copyright Amendment (Online Infringement)
Act 2015 (Cth), which commenced 26 June 2015, allows
copyright holders who discover infringing material online
to apply to the Federal Court for an injunction to require
the Carriage Service Provider (CSP) to take reasonable
steps to disable access to an online location outside
Australia.
The amendment to the Copyright Act inserts a new
s 115A. The Federal Court may grant an injunction if it
is satisfied that:
• a CSP provides access to an online location
outside Australia. The Explanatory Memorandum
indicates that the term “online location” was
drafted intentionally broadly in order to include
websites as well as accommodate future technologies;15
• the online location infringes, or facilitates an
infringement of, the copyright; and
• the primary purpose of the online location is to
infringe, or to facilitate the infringement of, copyright (whether or not in Australia). The “primary
purpose” test is purportedly drafted to set an
intentionally high threshold for the copyright owner
to meet as a safeguard against any potential
abuse.16
The Revised Explanatory Memorandum (the Memorandum) of the Copyright Amendment (Online Infringement) Act 2015 maintains that the primary purpose test
is not intended to capture VPNs that are promoted and
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used for legitimate purposes, or merely used to access
legitimate copyright material distributed in a foreign
geographic market.17 Rather, the Memorandum states
that the purpose of the scheme is to allow a specific and
targeted remedy to prevent those online locations, which
flagrantly disregard the rights of copyright owners from
facilitating access to infringing copyright content.18
The primary purpose test would direct the court to
consider the principal activity for which the online
location exists and the principal intention of users of that
online location. Nevertheless, it could be argued that if
a VPN service provider explicitly marketed itself as a
means to access infringing copyright materials and set
its service up with the primary purpose of facilitating
copyright infringement by its subscribers, this could
technically leave the Federal Court open to a finding in
favour of the copyright owner for an injunction against
a VPN service provider.19

Data retention
On 26 March 2015, the Telecommunications (Interception and Access) Amendment (Data Retention) Bill
2014 (the Bill) passed Federal Parliament.20 The Bill
introduced statutory obligations on Australian Internet
Service Providers and telecommunications carriers, who
are now required to retain prescribed consumer metadata
for a minimum period of 2 years.
Previously, this data was only retained for varying
durations in an unregulated environment. The measures
ensure the retention of basic data, such as the time, date
and location of a communication, as distinct from its
content, purportedly to assist and support Australian law
enforcement and security agencies in the performance of
their functions. Security agencies will be given access to
the metadata when they can make a case that it is
“reasonably necessary” to an investigation, but will
remain subject to the requirement of obtaining a warrant
before accessing the actual content of communications.21
The government believes data retention laws are
crucial to thwart terrorism attacks and prevent serious
crime.22 Despite the Bill’s passage, Telecommunication
Providers and ISPs have until 2017 to fulfill their
implementation plans, at which time the effects of these
laws will become wide-reaching.
The Hon Malcolm Turnbull MP has identified the
ease with which mandatory data retention can be evaded
through the use of VPNs, as such technology masks the
IP address provided by an ISP, thereby protecting an
individual or businesses’ online privacy.23
Turnbull has also indicated a number of other means
with which individuals and businesses may retain their
online privacy, such as by utilising applications such as
Skype, Viber, Whatsapp or Wickr as a means to prevent
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metadata retention.24 This is because by using one of the
aforementioned apps, an ISP or telecommunications
provider can see that the user has made a connection to
say, the Skype server or a Whatsapp server, but it does
not see how the user has used the Skype or Whatsapp
application to communicate with other users of the
respective app through calling, facetime or text. While
apps such as Skype, Whatsapp or Viber may potentially
bypass the Australian government’s data retention scheme,
they may not serve to provide complete protection of a
user’s online privacy as the service provider of the app
is still able to access a user’s metadata. It should also be
noted that these apps also operate using open Wi-Fi,
which makes it easier for hackers to infiltrate conversations. Nevertheless, there are also a plethora of end-toend encryption apps developed by open-source software
groups such as “TextSecure” which adds another layer to
online privacy. This app allows users to send encrypted
text messages, audio messages, videos, contact information and emoji. Communications are encrypted in transit, as well as with “keys” that are stored on a user’s
phone and not with the service provider of the app
(end-to-end encryption), making it possible for users to
independently verify their correspondent’s identities.25

VPNs and Secondary Authorisation
Liability under the Copyright Act 1968
(Cth)
A copyright owner’s copyright may be infringed by a
person who, not being the owner of the copyright, and
without the licence of the owner of the copyright, does
in Australia, or authorises the doing in Australia of, any
act comprised in the copyright.26 In Roadshow Films Pty
Ltd v iiNet Ltd27 the High Court considered whether an
ISP could be held liable for “authorising” copyright
infringements committed by its subscribers using the
BitTorrent file-sharing system (effectively a protocol for
the practice of peer-to-peer file sharing (that is via a file
transfer that uses the client-server) used to distribute
data over the internet). The High Court unanimously
found iiNet was not liable. French CJ, Crennan and
Kiefel JJ delivered the majority judgment (French judgment). The French judgment stated that authorisation is
determined by examining the factors outlined under
s 101A of the Copyright Act and drawing inferences
from these factual findings.
To this end, the judgment examined iiNet’s technical
and contractual power to prevent primary infringements,
stating that authorisation requires a “power to prevent”.
The High Court concluded that iiNet’s power was
limited and not “direct”, as its only power was to
terminate the contract and stop providing the service to
a customer. It could not monitor or control how customers used BitTorrent, nor prevent disconnected customers
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using another ISP to infringe. It noted that in its contract,
iiNet specifically did not purport to grant rights to do
infringing acts.
While authorisation liability of a VPN service provider has not been considered by Australian courts at the
time of writing, it is likely that a court would draw an
analogy between an ISP and VPN service provider due
to the parallels of the both services having limited and
indirect power to prevent primary infringements of their
subscribers. As such, it is unlikely that a VPN service
provider would be found liable for authorisation liability
under the Copyright Act.

Legality of circumventing geo-blocking using
VPNs
Geo-blocking is a term used to describe measures that
online service providers use to limit access to content of
users within a particular geographical area. Geo-location
software is used to discover the location of the person
seeking access. On the internet, this is usually done by
identifying the IP address, which reveals the country of
origin. Another common way of restricting access to
users within a certain area is to only accept credit cards
from that area.
Given that VPNs do not use an identifiable IP
address, geo-location software is largely ineffective
against them. While many individuals and businesses
use VPNs for legitimate security reasons, VPNs may
also be used to circumvent geo-blocks and gain access to
websites and services that users would otherwise be
unable to access in Australia.
Without clear legal precedent, there is ambiguity
under the Copyright Act about what constitutes infringement in relation to the use of a VPN to gain access to
geo-blocked products or services.
A policy FAQ published by the Minister for Communications, Malcolm Turnbull, states that users violating
an international commercial arrangement to protect
copyright in different countries or regions is “not illegal”
under Australian law.28
Nonetheless, this is not an interpretation shared by
rights holders, who could reasonably argue that if an
individual in Australia uses a VPN to download a copy
of a work in which copyright subsists in Australia from
an overseas website and they do not have permission
from the copyright owner to download the material in
Australia, then it is likely to be an infringement of
copyright in Australia.29 This is because downloading
involves reproducing the work in a material form,30
which is a right exclusively controlled by the copyright
owner. Similarly, if an individual in Australia uses a
VPN to stream material from an overseas website and
they do not have permission to stream the material in
Australia from the copyright owner, it is likely to be an
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infringement of copyright in Australia. This is because
streaming involves the owner’s exclusive right of communication to the public.31
It should also be noted that simply because a user has
paid a copyright owner or licensee overseas, for example
by signing up to Netflix in the US, this does not
necessarily mean that the user has paid the correct
copyright owner in Australia. Therefore, an individual
may still be infringing copyright in Australia. This is
because for copyright material, there may be different
owners and different licensees in different territories.
Further to this, a geo-blocking measure which prevents access to identified material and that is connected
to the exercise of an exclusive right of the copyright
owner may be considered a Technological Protection
Measure under the Copyright Act.32 As such, use of a
VPN to circumvent a geo-blocked content that can be
considered a Technological Protection Measure may
also enable a copyright owner to bring an action against
that person under s 116AN of the Copyright Act. Where
a geo-blocking technology is not a TPM, the Copyright
Act does not prevent a person bypassing that geoblocking technology. To date, there have been no judicial decisions that provide any further guidance as to
whether a particular geo-blocking measure would be
considered a TPM or not, and if they could be, in what
particular circumstances.
The TPM issue notwithstanding, if an individual uses
a VPN to gain access to a good or service that is not
protected by copyright, or use works or subject matter
other than works that is protected by copyright in a way
that is not exclusively controlled by the copyright owner,
then using a VPN is unlikely to raise any copyright
issues. For example, if someone in Australia uses a VPN
to purchase an item of clothing from an overseas website
that is not otherwise accessible in Australia, this is not
likely to be a copyright issue because retail purchases
generally do not involve the use of any rights protected
by copyright. However, using a VPN in this way may
still be in breach of the website’s terms of service.

Conclusion
The use of VPNs in Australia remains largely unregulated and has become an increasingly popular mechanism by which Australians can protect their privacy on
the internet, in particular the metadata collection of
personal information. It is often suggested that the
government cannot stop Australians using VPNs to
circumvent metadata collection without blocking all
VPN traffic, and thereby causing major disruption to
legitimate business users. Nevertheless, VPN Service
Providers are advised to only market and promote the
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legitimate purposes that their service can offer, and to
ensure that their user terms & conditions include that a
user warrants not to use the service for acts of copyright
infringement.
Linda-Jane Vanhear
Solicitor
Frankel Lawyers
linda-jane@frankellawyers.com.au
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The digitisation of medical information and the
implications for privacy
Bianca Phillips SWINBURNE UNIVERSITY and Mpaata J Owagage UNAIDS AND UNIVERSITY
OF MELBOURNE
Introduction to the series

Recent applications & innovations

Over forthcoming editions, the authors will publish
their second series on the digitisation of medical information (also coined electronic health). As distinct from
series one, this series will compare and contrast the
approaches taken in regulating digital health technologies abroad, vis a vis, Australia. Furthermore, the series
will conduct Australian state by state comparisons,
drawing on similarities and differences in modes of
governance of electronic medical information. The series
will also seek to draw upon experiences reported by the
financial and retail sectors, given that they have experienced the greatest number of security data breaches than
any other sector globally in 2014.1 The future of
electronic health is of concern to many stakeholders,
including governments, law-makers, lawyers, policy
officers, doctors, allied health practitioners, hospitals,
patients and IT specialists. With developments in the
electronic health landscape being quite regular, the
series is intended to keep interested parties engaged in
the discussions surrounding the digital future of medicine. This paper, Part 1 in the series, establishes the
context for later parts.

Epidemics such as the recent Ebola outbreak that
ravaged parts of West Africa often necessitate a quick
mobilisation of specialist equipment and human resources.
This is often challenging. In the case of Ebola, the need
for quick and valid test results inspired many technology
companies to innovate. In the field of digital health
innovation, there are some notable visionaries.
Novarum DX and Omega Diagnostics responded to
the Ebola crisis with a rapid point of care Omega
diagnostics test to be used in conjunction with a Novarum
DX mobile app. In March 2015, the app was launched at
the GSMA Mobile World Congress in Barcelona. It
promises to not only reduce testing times but to also
enable quick sharing of test results with infectious
disease specialists and field workers.5 Novarum DX
already has in circulation apps for testing HIV (Visitect
CD4 Reader App),6 Legionella (Hydrosense Legionella
test),7 Drugs of Abuse (Novarum reader)8 and Bowel
Disease (Novarum reader)9 Omega has a series of
diagnostic products for infectious diseases, tumour markers and food intolerances.10
Additionally, in April 2015 Apple and IBM working
in alliance released four medical apps designed to assist
nurses in prioritising and coordinating their tasks.11
A more vivid example of the potential benefits of
electronic health was illustrated by Andrew Bastawrous,
an ophthalmologist and research fellow at the London
School of Hygiene and Tropical Medicine (LSHTM).
Bastawrous delivered a TED talk12 in March 2014 in
which, with remarkable clarity, he demonstrated how
patients suffering from preventable and often curable
blindness could access world-class services without
leaving the confines of their remote villages. The technology enables an eye examination to be completed by
utilising a smartphone. His idea, made possible by a
solar powered smartphone, was inspired by the fact that
the biggest percentage of those afflicted by preventable
blindness are domiciled in geographical locations where
professional services are near-impossible to come by,
yet where access to a smartphone in regions of SubSaharan Africa is more commonplace than that of clean
water.13 He aptly calls it “peek”.14

Privacy concerns
Medical information is used in a digital form each
time it is sent via fax, telephone and/or email, for
example. Electronic health practices are therefore commonplace, and the associated privacy and security concerns are arguably not new. However, in an age where
mass data can be uploaded, shared wirelessly and stored
in a cloud, the uncertainties surrounding privacy and
security are magnified and have become a global concern.
In our last paper, we highlighted the prevalence of
security data breaches worldwide, and how health data
breaches in particular have been on the rise.2 These
privacy concerns are also expressed in scientific studies
examining the effectiveness of digital health technologies in a clinical setting,3 and by consumers in various
polls.4 Therefore, privacy and security is a noteworthy
concern to be balanced against any benefits in converting health information to a digital format.
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Professor Eric Topol writes extensively on the digital
future of medicine. In a 2009 TED talk,15 the cardiologist, professor of genomics and director of the Scripps
Translational Science Institute in California, discussed
the digital future of medicine. He contended that the
quintessential doctor would no longer be the one with a
stethoscope, but rather the one with a smartphone laden
with several medical apps. Indeed, Professor Topol
predicts that the electronic health revolution will result
in the biggest shakeup medicine has seen.16 The multibillion dollar industry of electronic health is gaining
traction on an unprecedented global scale.

tronic health is set to alter current norms of medical
practice.18 However, despite these uses and demand for
certain technologies, moving health information wirelessly poses privacy and security challenges. This series
is aimed towards readers within an interest in the
privacy and security issues relevant to this domain. It
will examine both from Australia and abroad, innovations in the field of electronic health, the consumer
demand for such technologies, as well as the policies &
laws governing privacy and security.
Bianca Phillips
Lawyer and Academic
Swinburne University of Technology
brphillips@swin.edu.au

Consumer demand
Out of convenience or a paucity of time, the demand
for faster and less intrusive ways of diagnosis has driven
segments of the community towards uptake of digital
health technologies. There are now apps that provide a
minute by minute account of one’s physiology as they
go about their daily routine, and can provide reports to
their physician wirelessly. Paradoxically, however, the
preference for technology-based methods must not be
assumed to be absolute. Indeed, the same patient may
prefer a diagnostic mobile application in one instance
yet be strongly opposed to it in another. The benefits and
limitations of a particular digital health technology
should be therefore considered on a case by case basis.
This series will consider consumer demand for particular technologies both in Australia and abroad, and how
this impacts (if at all) the progression of electronic
health policy and law making.

Law and policy
As discussed above, digital wireless medical technologies are becoming more sophisticated, enabling the
sharing of health information via smartphone applications. For example, the Novarum apps promise one
cardinal advantage; the ability to instantly relay diagnostic information and/or make it available online to the
health professional.17 This may reduce lag time for
retrieval of test results.
However, questions regarding the best regulatory
models for governing electronic health technologies still
remain, forming a complex and debated subject. In
series one, these issues were explored, though not in a
global context. This series will examine issues surrounding legal governance of specific electronic health technologies by using global laws and policies as a comparative
tool.

Conclusion
With the recent use of mobile apps in shortening
testing times for HIV and in diagnosis of the Ebola virus
in West Africa, there is increasing evidence that elec-
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Bianca Phillips is an academic lawyer specialising in
medical law, particularly the privacy and security implications of telemedicine practice. She holds a Master of
Laws from the University of Melbourne. In 2014 Bianca
published a series for the Privacy Law Bulletin on
telemedicine and the law. She lectures at Swinburne
University and engages in consulting projects.
Mpaata J Owagage
Global Health Corps Fellow and Policy
Fellow
UNAIDS
University of Melbourne
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Mpaata J Owagage is both a Global Health Corps
Fellow and a Policy Fellow with UNAIDS in Washington DC. He is a Pharmacist that holds a Master of
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Although he focuses predominately on International
Health Law, he maintains a keen interest in Information
Technology’s utility in healthcare.
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Scans versus scalpels: privacy, autopsies and
new technologies
Bruce Baer Arnold UNIVERSITY OF CANBERRA
Freedom from arbitrary and disproportionate interference is a value underlying Australian law, evident in
statutory restrictions on cavity searches, controversy
over the recent Operation Fortitude in Victoria and
debate about warrantless access to telecommunications
metadata. Is that freedom relevant to the dead, people
who are unable to voice their concerns or protect
dignitary interests and indeed have no legal standing?
Questions about post-mortem privacy are of more than
academic interest because many people in Australia,
along with overseas peers, consider that the physical
integrity and timely burial of dead adults and minors is
both a significant facet of their cultural identity and
something that should be legally enforceable.
This article highlights a recent UK High Court
decision that emphasised use of digital scanning rather
than invasive interference with a deceased person. The
decision should inform applications by Australian practitioners regarding autopsies relating to Indigenous people
and other ethno-religious communities that include adherents of Judaism, Islam or groups such as the Jehovah’s
Witnesses and some Pacific Islanders.
Salient points for practitioners are:
• there is scope under Australian coronial law for
gaining applications to prevent invasive autopsies
of deceased persons, ie, what we would otherwise
regard as interference with a person contrary to
privacy;
• such applications have been granted where an
invasive examination would not substantively enhance
understanding of the person’s death, irrespective
of the distress experienced by the person’s family
or ethno-religious affinity through delays in burial
or “desecration” of the cadaver; and
• the UK High Court’s decision in Rotsztein v HM
Senior Coroner for Inner London1 (Rotsztein)
embodies a recognition that non-invasive autopsies (in the form of imaging and blood tests rather
than traditional dissection and organ removal) are
appropriate.

Privacy and forensics
It is axiomatic that there is a public interest in
knowing how people died, with rationales such as
fact-based criminal investigation and research into dis-
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ease or injury. That knowledge in some instances can
only be authoritatively gained through an examination
of the body, something that might involve delays in
burial and the removal of organs.2 Australian statute law
accordingly mandates that a coroner can order an
autopsy, irrespective of the religious or other beliefs of
the dead person and the person’s survivors.3
Some statutes provide for interested parties to challenge authorisation of an autopsy. That challenge is
usually urgent and when successful typically embodies
cultural exceptionalism, with recognition that in some
circumstances the values of particular groups should
override a practice norm.4
Digital imaging systems, which are well-established
in clinical practice, and other new technologies such as
advanced blood tests offer scope for forensic postmortem examination that is less invasive and potentially
quicker than more traditional investigation based on
dissection and organ removal. It is important to recognise
that scanning is not a comprehensive solution and will
not supersede existing practice in all circumstances. It
does however provide a mechanism that accommodates
the state’s desire for information and a community’s
desire to prevent “desecration” of the deceased person
and secure timely burial. The guidance provided by
Rotsztein is accordingly relevant.

Rotsztein
In Rotsztein, the court noted differing medical opinions (heart attack or septic shock) regarding the death of
86 year old Sarlotta Rotsztein at the Royal Free Hospital. Rotsztein and her family were adherents of Orthodox
Judaism, with an expectation that she would be buried
within 24 hours without an invasive autopsy.5 In the first
instance, the coroner acknowledged the family’s religious objections (and offer to pay for a scan) but
indicated a traditional autopsy was necessary. Her rationale was that a scan was unlikely to identify death by
sepsis. The family gained an interlocutory injunction to
prevent an invasive autopsy until the cause of death had
been investigated using non-invasive mechanisms. The
subsequent scans and blood tests revealed no signs of
infection, with the coroner releasing the body on the
basis that the uncertainty had been resolved.
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In January, the family gained permission to bring a
test case against the coroner, challenging the lawfulness
of her approach in directing an invasive autopsy in the
face of the Rotszteins’ religious objections and scope for
a non-invasive examination. The coroner unsuccessfully
argued that the application was inappropriate, as Mrs Rotsztein
had been buried for several months. Silber J granted
permission to proceed as the issue was likely to recur
and need speedy resolution.
In the High Court, the family argued that the coroner
had disregarded guidance by the Chief Coroner on
post-mortem imaging, was contrary to Art 9 of the
European Convention on Human Rights (dealing with
thought, conscience and religion), and had adopted an
incorrect test following R (Goldstein) v HM Coroner for
Inner North London6 in implementing the Coroners &
Justice Act 2009 (UK).7 The court received submissions
from Muslim Council of Britain and other community
representatives.
The court considered that there was no utility in
quashing the coroner’s decision. However, it made a
declaration that she had acted unlawfully. She had not
asked herself whether the short delay involved in noninvasive imaging and blood tests would have vitiated
any invasive subsequent autopsy. In effect, UK coroners
were guided in reading the Act to strongly consider
non-invasive investigations in instances where there is
no compelling need for traditional methods. Implicitly,
that emphasis might address concerns expressed by the
coroner in Rotsztein regarding workload.

Australian exceptionalism?
Australian law regarding coronial investigations embodies instance by instance accommodation of difference
rather than a shift towards legal pluralism in which
specific communities enjoy discrete legal systems within
the same jurisdictions. Rotsztein is potentially significant
in encouraging uniform practice norms across Australia.
Those norms are important, given concerns expressed by
both Indigenous people and members of other ethnoreligious communities.
Those concerns are evident in a number of judgments. In Evans v Northern Territory Coroner for
example, the Northern Territory Supreme Court agreed
to prevent an autopsy on an Indigenous minor who may
have died from SIDS.8 After a preliminary investigation,
reflecting “expert advice”, the NT Coroner had made a
determination that there would be a conventional autopsy.
The infant’s father sought an order under s 23(3) of the
Coroners Act (NT), having been alerted by a doctor that
any autopsy might be averted. His application referred to
the family’s traditional life and indicated that an autopsy
was “against our way and culture”, that “bad things will
happen to family members” and that:9
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If the autopsy takes place my son will not be able to enter
the spiritual country and be with his ancestral family
because his body would not be whole. He will be alone
with nowhere to go and no one to look after him. This
would be very distressing to me and my family if my son’s
spirit had to go on without his ancestors to look after him.

In Re Unchango, Walsh J was receptive to that
argument in overriding the Coroner’s decision regarding
autopsy of another Indigenous infant, commenting that
an autopsy:10
… would not really advance the matter a great deal in
circumstances such as this. One should take into account
the very strong cultural beliefs held by the relatives and by
the community at Kalumburu and the effect that the post
mortem would have on them by way of emotional trauma,
particularly in view of the fact that it would prohibit, in
their view, the spirit of the deceased remaining in the body
and returning to the body and would leave the spirit
roaming at large.

In Evans, the court referred to its decision in Wuridjal
v The Northern Territory Coroner11 and stated that
“ascertaining the precise cause of death is less important
than the spiritual and cultural beliefs of the family in the
particular circumstances”.12 Further:13
… findings resulting from an autopsy were unlikely to
contribute in any meaningful way to a better understanding
of the death of this child or to contribute in any meaningful
way to efforts being made to improve health outcomes for
other infants.

A similar rationale was evident in Raymond-Hewitt,
with the court granting an application to prevent an
autopsy of a person killed in a road crash.14 In endorsing
Green v Johnstone,15 it noted the family’s interests “in
following and maintaining their Aboriginal culture and
law”, that toxicology results were pending (so that
invasive procedures were likely to be unnecessary), and
a recognition that:
… if there are any suspicious circumstances surrounding
the death, or there are other compelling reasons why it is in
the public interest that an autopsy be performed, those
cultural and spiritual considerations must take second place
to the public interest.16

It is important to recognise that Australian courts, in
deciding applications on cultural grounds to prevent
autopsies or order immediate burial, have not given an
automatic dispensation to Indigenous or other people
and have typically referred to the family’s distress rather
than to privacy. Instead, although recognising sensitivities, they have considered balances17 and decided on a
case by case basis.
Ethno-religious affinity is not a guarantee of exceptional outcomes. Riley J in Wuridjal v Hand18 thus
rejected an application by members of the Yolngu
community. The coroners’ decisions have been overturned, for example in Green v Johnstone, Unchango,
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and Abernethy v Deitz.19 They have also been upheld,
for example in Magdziarz v Heffey, where the court
endorsed the autopsy on the basis that the cause of death
of an adult son was not discernable through external
examination of the deceased.20 McDonald J noted the
parents’ claim that they were devout Catholics and
believed “that an autopsy will simply serve to desecrate
our son’s body”. Counsel for the parents had indicated
that:21
… although it was not being advanced that there was a
religious reason in particular against the autopsy in this
case, nevertheless the court should take into account the
religious views of the parents of the deceased.

Digby J of the Victorian Supreme Court in Joe
Traynor v Ors endorsed parental rejection of an autopsy
of a 7 year old girl who died after getting tangled in a
skipping rope tied to a swing.22 Counsel argued that the
child’s identity was known, as was the cause of her
death. There was no indication of foul play; nothing
would be gained by the “intrusive dissection of her
body” aside from causing unnecessary distress to her
family.
Coronial practice documents highlight the need for
sensitivity in dealing with families but recognise that
distress provides insufficient grounds for overriding a
coronial decision to conduct an autopsy. In considering
questions from family members and community representatives about invasive investigations and delays in
burial practitioners and policymakers should instead
focus on outcomes and proportionality. Rotsztein can be
usefully read in conjunction with the NSW Supreme
Court decision in Krantz v Hand, where Wood CJ
accepted a family’s appeal to prevent the autopsy of an
86 year old woman.23 Wood noted that the family’s
religious authority had commented:24

mortem in respect of a frail 86 year old woman whose
health was observed by independent observers to have been
progressively declining, who had a supportive family, who
died in her own home, where there was genuine evidence of
strong religious beliefs shared both by her and by her
family concerning the undesirable interference with a body
at post mortem.

Protection from interference?
None of the above judgments preclude invasive
examination of a body in instances where there is
reasonable belief that the death is attributable to foul
play or that the autopsy will provide society with
otherwise unobtainable data regarding illness, irrespective of ethno-religious affinity and the distress experienced by families through the death of a loved one.
Neither the Australian High Court nor the Supreme
Courts has granted an application to prevent an invasive
autopsy specifically on the basis that such interference
with the deceased person is contrary to any privacy
rights under statute (for example Victoria’s Charter) or
common law.
However, practitioners (and policymakers) faced with
questions about privacy have on occasion effectively
relied on confidentiality and on crimes or other statutes
to protect what we would otherwise regard as an
individual’s private sphere, recognising that information
privacy statutes will often have limited utility. Rotsztein
embodies an acceptance of non-invasive technologies as
a default position for identification of the cause of death
in circumstances where there is no compelling reason
for a more visceral interference with the deceased
person. It is a judgment that might be acknowledged by
practitioners and courts seeking guidance about balances
between community, institutional and private needs.

Among the foremost of the precepts concerning reverence
for the dead is one which is of particular importance in the
context of the present Application. Put simply, according to
Jewish religion, an autopsy is an action of desecration, and
as such is inimical to our deepest principles and feelings.

The family had invited the Coroner to conduct an
alternative non-intrusive examination and offered to bear
any additional costs.
Wood CJ concluded:25
… I am quite unpersuaded by the argument that the wrong
message would be sent to the public in a case such as this,
if the matter was allowed to proceed without a post mortem
examination. For the reasons identified by Walsh J, in
Unchango, this case and similar cases can never be taken as
a general precedent. In every case a discretion has to be
exercised having regard to the particular facts of the matter.

Bruce Baer Arnold
Assistant Professor of Law
Faculty of Law
University of Canberra
bruce.arnold@canberra.edu.au
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Cementing the great firewall — review of
China’s new (Draft) Cyber Security Law
Tracy Lu ALLENS
Obligations of “Network Operators”

Key points
• The Draft Cyber Security Law confirms the Chinese government’s existing stance in respect of
cyber surveillance — it enhances the authorities’
powers to conduct monitoring and to restrict
internet communications and requires private organisations to cooperate and assist.
• At the same time, it also imposes obligations on
private organisations to protect the privacy and
security of the data they collect.

Introduction
Cybersecurity has been a key issue for the Chinese
government in recent years. Amid calls for greater
transparency of the government’s rules on this issue, on
6 July 2015, the National People’s Congress published a
full text version of the Cyber Security Law of the
People’s Republic of China (Draft) (the Draft CSL)
which it had been considering for a number of months.
The Draft CSL was received with mostly critical reactions outside of China, with concerns expressed regarding the potentially significant consequences for foreign
businesses operating in China and for internet freedom
in China. This article will examine a number of the key
provisions proposed in the Draft CSL.

General principles of the CSL
Chapter 1 of the Draft CSL sets out the principles and
objectives of the CSL. These include, for example:
• the protection of cyberspace sovereignty and national
security;
• the coordination of efforts between different government departments to carry out surveillance,
monitoring and management of networks;
• the prevention of cybercrime; and
• the prohibition against engaging in activities using
networks which endanger national security, promote terrorism and extremism, promote racial
hatred and racial discrimination, disseminate pornographic information, insult or defame others,
disrupt the social order, harm public interests or
infringe the intellectual property rights or other
legal rights of others.
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The Draft CSL imposes substantial obligations on
“Network Operators”, which is defined to mean network
owners, network administrators or network service providers who use networks owned or administered by
others to provide the relevant services, which includes
basic telecommunication operators, network information
service providers and important information system
operators.
Among other things, Network Operators must:
• take steps to ensure data security, including adopting measures to protect against computer viruses,
cyberattacks and cyber invasions (Art 17);
• request users of internet connection services, domain
name registration services, fixed line or mobile
phone services to verify their identity before such
services can be provided (Art 22);
• take steps to protect the privacy of the personal
information they collect, which includes not collecting personal information which is irrelevant to
their services and not selling such personal information (Arts 35 and 36); and
• immediately notify potentially affected users and
relevant authorities of any leakage, destruction or
loss of personal information (Art 36) and immediately report incidents relating to network security to relevant authorities (Art 21).

Obligations relating to “network products
or services”
Under the Draft CSL, providers of network products
or services must comply with relevant government and
industry standards and must immediately notify users
and implement remedial measures in the event they
become aware of any security flaws or loopholes in their
products or services (Art 18).
As for “Key Network Equipment” and “Network
Security Products”, these must be certified by relevant
authorities for compliance with relevant government and
industry standards before they are able to be sold — a
catalogue of certified equipment and products will be
compiled (Art 19).
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Regulations relating to “Key Information
Infrastructure”
Furthermore, the Draft CSL proposes that the government will give special protection to “Key Information Infrastructure”, which is defined to mean:
• basic information networks which provide services relating to public communications or radio
or television transmissions;
• important information systems relating to important industry sectors such as resources, transport,
water conservation and finance, as well as public
service sectors such as the supply of electricity,
water and gas, health and social security;
• military networks;
• networks of government authorities above a certain level; and
• networks owned or administered by Network Operators who have large numbers of users (Art 25).
The operators of Key Information Infrastructure would
be subjected to additional obligations such as:
• the obligation to store all important data (such as
personal information) which is collected or generated by such operators within China and if due to
business needs, such operators must store or
disclose such data outside of China, then a safety
assessment must be conducted by the relevant
authorities in accordance with prescribed rules
(Art 31);
• the obligation to conduct a self-risk assessment at
least once a year of the security of their networks
and prepare a report which is to be provided to the
relevant authorities (Art 32); and
• the obligation to prepare contingency plans for
cybersecurity issues and to regularly conduct drills
(Art 27(4)).

Network monitoring and censorship
Article 44 of the Draft CSL dispels any doubt that one
may have had about the Chinese government’s position
on cyber surveillance — it provides that the government
shall establish a system of network security surveillance,
alerts and intelligence reporting. Further, under Art 50,
the state council (or, with the approval of the state
council, governments of provinces, autonomous regions
and municipalities directly controlled by the Central
Government), may implement temporary measures to
restrict internet communications in relevant areas if
required for the purposes of protecting national security
and social order, or to address major public security
emergencies. Such measures had been previously taken
in 2009 by the Central Government when internet access
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was cut off for a number of months following violent
race riots in Ürümqi in the Xinjiang autonomous region.
The efforts of the authorities will be supported by
Network Operators, electronic messaging service providers and application software providers, who are
obliged to exercise tighter control over their networks
and who must, upon becoming aware of the communication of messages which are by law prohibited to be
communicated using their networks, immediately stop
the communication, keep relevant records and report to
the authorities (Arts 40 and 41).

Penalties
Substantial civil penalties are proposed under the
Draft CSL. For example, if a Network Operator who
provides internet connection services, domain name
registration services, fixed line or mobile phone services
has repeatedly failed to verify the identity of its users of
these services or if the failure is a serious one, then the
Network Operator may be fined between $50,000 to
$500,000 RMB, the responsible persons of the Network
Operator may be fined between $10,000 to $100,000
RMB and the relevant authorities may order for the
business to be suspended or closed (Art 53).

Implications
There are some important implications arising from
the Draft CSL if it is passed into law in its present form.
For instance, the definition of operators of “Key
Information Infrastructure” is very broad and could
include, for example, the Chinese subsidiary of a foreign
bank. To the extent such a subsidiary has legitimate
needs to disclose personal information (such as that
relating to its employees or customers) to its parent
company or related companies overseas or to store such
information in the servers of its cloud service provider
which are located overseas, such disclosure or storage
would now first need to be approved by the authorities.
The definition of “Network Operators” is even broader
and could encompass, for example, social media site
operators such as Weibo (Chinese Twitter) or messaging
app service operators such as WeChat (Chinese WhatsApp).
Under the Draft CSL, such operators would have to step
up their monitoring of the user communications which
pass through their sites or apps and actively intervene to
restrict and report these communications to the extent
the communications are unlawful, which could conceivably include communications relating to sensitive political subjects.
State authorities would also be entitled to comb
through communications across all networks (in addition to being entitled to completely cut off internet
access in an area). It may be of little comfort for private
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organisations and individuals to know that proposed
Art 39 prohibits such authorities from disclosing, selling
or providing to others in an unauthorised manner, any
personal information, private information or commercial
secrets which are obtained in the course of carrying out
their duties, as this would suggest that all such information could be accessed.
In addition, it remains to be confirmed precisely what
security standards “Key Network Equipment” and “Network Security Products” are required to meet and
whether foreign-supplied equipment and products would
be subjected to more stringent standards than their
domestic counterparts.
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The Draft CSL was open for public submissions until
5 August and it would be interesting to see what
amendments, if any, are made before it is passed into
law.
Tracy Lu
Senior Associate
Allens
Tracy.Lu@allens.com.au
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Cookies and Australian Privacy Law — they
may leave you with a bad taste1
Dr Marilyn Krawitz UNIVERSITY OF NOTRE DAME AUSTRALIA (FREMANTLE CAMPUS),
CMS LEGAL and Robert Slattery KING & WOOD MALLESONS
Advice for practitioners
• Advise clients that they should have a data policy
explaining how they use and gather information. If
their website uses cookies or allows third party
cookies, then they should include this information
within their privacy policy.
• Keep consistently up to date with updates from the
IC. This will assist a website host to fulfil their
obligations pursuant to the Privacy Act.
• Ensure that you are aware of the differences
between personal and sensitive information and
the obligations that each type of information
imposes on the website host.

Introduction
Have you ever wondered why an advertisement
popped up on your computer for your favourite food or
favourite television show, even though you may not
have browsed a website for your favourite food or
favourite television show recently? Rest assured, your
computer cannot read your mind. Instead, it is likely that
cookies are saved on your computer.
A cookie is a type of data mining technology2 that is
invisible and operates on the internet.3 It is comprised of
small text files.4 After a person visits a website, the
cookie downloads automatically onto their computer.
While a cookie cannot identify a person per se, it permits
a website to obtain basic information about the person,
such as which website referred them, what pages they
looked at on the website, and which website/s they
visited afterward.5 Advertisers and Internet Service Providers (ISP) can use cookies to compile information
about users which can be very helpful for marketing.6
The information that cookies gained can result in new
advertisements that are targeted to a user’s preferences.7
Cookies provide information about a user to the
relevant website owners and to third parties, often
without an individual’s express consent. The individual
may remove the cookie from their computer,8 but they
may not know that the cookie is on their computer, how
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to delete it or they may not remember to.9 If an
individual adjusts their browser not to accept cookies,
then some websites may run slower on their computer.10
This article will focus its attention on “third party
cookies”. EU Directive 95/46 defines third party cookies
as cookies from any natural or legal person other than
the user who is authorised to process the data.11 A third
party cookie is a cookie that a partner company places
onto a website. Once it is stored onto a user’s computer
it can track the user over many different websites.12
Cookies can have significant impacts upon a person’s
privacy. This article will use Facebook as an example to
argue how the Privacy Act 1988 (Cth) (Privacy Act)
should be modified because even when organisations
comply with their obligations pursuant to the Privacy
Act, Australians must take active measures to be aware
that cookies collect information about them. Facebook
has been used because it already contains vast amounts
of personal information which can be read in conjunction with the information gathered by cookies.

Facebook and cookies
Facebook is a type of social medium. It allows people
to make profile pages which their friends can see. People
can share photographs and other information on Facebook.13
Facebook’s website provides a detailed Privacy Policy
and states that it uses cookies for many reasons, “such as
allowing us to show you content and advertising that’s
most relevant to you; improving our products and
services; and helping to keep our Services secure”.14
Facebook cookies can provide Facebook with information about a Facebook user even when a user is not
logged into their Facebook account.15 This gives Facebook
considerable information about the relevant user which
it can then use to make personalised advertisements to
the user. It can also use the information for additional
marketing purposes.16 The policy itself is easily accessible if the user looks for it and it appears to comply with
the requirements under the Privacy Act.

Australian Privacy Law
Australian courts do not currently recognise a specific
right to privacy. Consequently, Australians must rely on
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other actions of breach of confidence to protect their
privacy, but there could be a cause of action relating to
breach of privacy in the future.17 One can look at the
Privacy Act to consider the protection that it provides for
Australians’ privacy from cookies.18 The Privacy Act
contains the Australian Privacy Principles (APPs), which
are principles that apply to Commonwealth agencies and
private sector organisations.19 They set out “standards,
rights and obligations in relation to the handling and
maintenance of personal information”.20 The APPs do
not provide sufficient protection to Australians from
cookies obtaining information about them.
Arguably, when linked to information already contained on social media websites information cookies
obtain about people could fall under the Privacy Act’s
definition of personal information and sensitive information.21 Personal information is:22
… information or an opinion about an identified individual,
or an individual who is reasonably identifiable: (a) whether
the information or opinion is true or not; and (b) whether
the information or opinion is recorded in a material form or
not.

Sensitive information includes information about a
person’s racial or ethnic origin; political opinions; membership of a political association; religious beliefs or
affiliations; philosophical beliefs.23
The third APP states that an organisation needs an
individual’s consent to collect sensitive information and
personal information.24 The Privacy Act maintains that
consent can be express or implied.25 Express consent
occurs when a person “makes an informed decision to
give their voluntary agreement to collection, use or
disclosure taking place”.26 Whether implied consent was
provided depends on the relevant situation. It can be
implied when both:27
… the individual and the relevant entity have each engaged
in conduct that means that it can be inferred the individual
has consented, even though the individual may not have
specifically stated that he or she gives consent.

When people sign up to Facebook, they agree to
Facebook’s Data Policy which states that Facebook uses
targeted advertisements.28 Facebook’s Data Policy asserts
that it uses cookies and refers users to its Cookie
Policy.29 One can also access Facebook’s current Data
Policy through a Google search and one does not have to
be a Facebook user to access it.30 The policy provides a
table that explains how cookies are used, including for:
•
•
•
•
•

authentication;
security and site integrity;
advertising, insights and measurements;
localization;
site features and services;
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• performance; and
• analytic and research.
The policy arguably uses ambiguous language to
describe how the cookies will be used. For example, the
data policy states:31
… we use cookies so we, or our affiliates and partners, can
serve you ads that may be interesting to you on Facebook
Services or other websites and mobile applications. We
may also use a cookie to learn whether someone who was
served an ad on Facebook Services later makes a purchase
on the advertiser’s site or installs the advertised app.
Similarly, our partners may use a cookie or another similar
technology to determine whether we’ve served an ad and
how it performed or provide us with information about how
you interact with them.

This raises some fundamental questions regarding
how Facebook uses cookies. Who are the other partners?
How do these other partners use the information? Will
Facebook use and share information from personal apps,
including ones involved with matchmaking (such as
Tinder and Grinder)?
The Privacy Policy also makes it unclear whether
Facebook puts its own third party cookies on its partners’ websites to gather information about users. It is
also uncertain from the Privacy Policy why Facebook
needs to know whether a purchase was made through
their targeted advertising.
Facebook uses cookies to track users if an individual
does not have an account or if they are logged off. This
is “to deliver, select, evaluate, measure and understand
the ads [Facebook] serve on and off Facebook (this
includes ads served by or on behalf of [their] affiliates or
partners)”.32 Users who do not have a Facebook account
should be entitled to know when or if companies like
Facebook are tracking them when they visit seemingly
unrelated websites.
Facebook provided the Office of the Australian Information Commissioner (IC) with some detail regarding
their Privacy Policy; however, no further information
that appears to sufficiently outline the queries mentioned
above.33
Despite this potential ambiguity within the Data
Policy, Facebook appears to comply with the Privacy
Act’s requirements. Facebook is in regular contact with
the IC regarding its privacy issues.34 Facebook appears
to be attempting to strike a balance between keeping its
commercially sensitive information and individual’s privacy concerns within the boundaries of the Privacy Act.

The European Union approach
In the European Union, consent to cookies must be
“freely given specific and informed”.35 A provisional
report commissioned by the Belgian Privacy Commissioner stated that users do not provide Facebook with
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consent “freely” because Facebook has an “all or nothing” approach which does not allow users to choose
which aspects of their privacy they will give up.36 It also
states that Facebook does not “define the purposes for
which the data will be processed in a comprehensive and
intelligible fashion”.37 It states that “Facebook’s opt-out
approach with regard to behaviour profiling for advertising purposes does not meet the requirements for
legally valid consent”.38

Additional aspects of the Privacy Act and
the APPs
The Privacy Act requires organisations to inform
people of the purposes why they collect their information before they collect information, when they collect
information, or if that is not possible, as soon as possible
after they collect the information.39 Facebook provides a
Privacy Policy and Data Policy which appear to provide
this information. However, Facebook users may not read
either document, or they may not read the part of the
document that pertains to cookies. This highlights the
critical point of this article: while Facebook may follow
the Privacy Act, the Privacy Act’s current provisions
require users to make efforts to seek privacy information
themselves and to be actively informed of breaches to
their privacy.
If an organisation infringes on an APP, this is an
interference with a person’s privacy.40 A person can
make a written complaint to the IC regarding the
possible interference,41 and the IC may investigate.42
After the IC investigates the interference with a person’s
privacy they have several options, including:
• dismiss the allegation;
• declare that the respondent interfered with an
individual’s privacy and they must not do so
again;
• declare that the respondent should take an action
to address the interference with privacy caused; or
• declare that the respondent must compensate the
complainant financially.43 The complainant and
the IC can commence proceedings in the Federal
Court or the Federal Circuit Court to enforce the
IC’s determination.44
The options available to the IC in the event that an
organisation breaches an APP are diverse and some are
strict. They are important to put pressure on organisations to comply with the APPs.

that “[g]iven the significant amount of information
Australians share on Facebook”, it “encourages users to
put in place strong privacy protections”.46 This appears
to support the argument that even though Facebook
abides by the Privacy Act, Australians still need to make
efforts themselves to obtain more information or even to
protect themselves.
A potential way that the Australian Government
could modify the Privacy Act is that a user must provide
their express consent prior to third party cookies being
used on their computer (as opposed to implied consent).
The express consent could be required to be obtained
through a click-wrap contract. A click-wrap contract
requires a person to click a button that states that they
agree, which confirms their consent. A user could read
information that expressly outlines how cookies work
and how their information will be used, prior to clicking
on a button that states that they agree or they do not
agree.47 The Australian Government could also look to
model parts of the APPs after the European Union’s
regulations, which take a stricter approach regarding
obtaining a user’s consent to cookies.
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Workplace drug testing: a matter of procedure
rather than privacy principles?
Bruce Baer Arnold UNIVERSITY OF CANBERRA and Ruth Townsend CHARLES STURT
UNIVERSITY
Workplace drug testing is in the media again. The
Prime Minister has foreshadowed a campaign against
Ice and other illegal drugs, particularly in rural Australia. There have been reports of Australian Defence Force
personnel at HMAS Stirling subverting drug testing
mechanisms. Overseas there have been questions about
whether comprehensive testing would have raised a red
flag about prescription medications used by the Germanwings
pilot. Controversy about testing of elite athletes, notably
footballers, continues to gather headlines. There has
been less excitement about proposals for testing of
bureaucrats in the increasingly militarised national Department of Immigration & Border Protection.
This article explores questions about privacy aspects
of workplace drug testing. Key issues for legal practitioners are:
• The legal frameworks for testing in the workplace
are sectoral, inconsistent and likely to remain so.
• Testing raises questions about privacy in relation
to the collection, handling and use of samples (eg,
observation of someone providing a urine sample
and care in the protection of test data and other
personally identifiable data).
• Testing per se is not necessarily discriminatory,
contrary to employment law or prohibited by
national and state/territory privacy legislation.
• The jurisprudence is supportive of workplace
testing but requires adherence to procedures that
are consistent with privacy and other law.

What is tested, when and by whom?
In essence, what is typically characterised as “drug
testing” involves the identification that an individual has
used a substance that potentially affects their capacity,
for example impairs their judgment, visual or other
sensory acuity and response times.
Most Australian adults will undergo testing outside
the workplace during their life; roadside breath testing
of drivers is so normalised as to often be unrecognised as
a “drug test”. That testing takes place as part of the road
traffic regime in each jurisdiction. As a society we seem
to take for granted the testing, on a random or compre-
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hensive basis, of the inmates of correctional institutions.1 Provision of blood, urine, breath or saliva samples
by prisoners — potentially against their will — forms
part of the same regime that extends from scrutiny of
correspondence and telephone calls to cavity searches.
There is a difference, however, between someone who is
behind bars and someone who is behind a desk, a
forklift, a scalpel, an ambulance, a fire engine or
otherwise in a workplace.
Testing in the workplace might be undertaken by an
employer (directly or via an agent) for several reasons.
One is pre-employment filtering, ie, the exclusion of
potential employees who have substance addictions or
who are considered to be dishonest because they fail to
disclose reliance on a legitimate pharmaceutical. Another
is a statutory requirement relating to public safety or
industrial safety, eg, some transport personnel and employees in hazardous occupations such as mining.2 A third
reason is testing to meet occupational health & safety
codes, enshrined in industrial agreements and the 2011
state Work Health & Safety statutes, or to manage risk of
injury to a corporation through for example misjudgment by the “coked-out” employee on a financial trading
floor. Testing might be undertaken to meet common law
obligations regarding a duty of care to an employee,
peers and third parties in relation to a foreseeable
incident attributed to the employee’s use of the drug. It
might be undertaken on a forensic basis, after there has
been a workplace accident or near-accident. A final
reason is the perceived relationship between illicit drug
use and criminals or potential vulnerability to exploitation by criminals, a rationale for systematic testing of
law enforcement personnel and corrections officers.
Testing might thus take place on a one-off or recurrent basis and involve all employees or only some
employees. Testing technologies vary, encompassing
urine testing, blood testing, breath testing, saliva testing
and more esoteric tests such as analysis of hair. Those
technologies potentially detect an individual’s use of
alcohol, cannabis, opioids, amphetamines and other
drugs — some of which may be discernable hours or
even days after use, even though the effects on the
person’s behaviour have ceased.
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Overall the cost of testing, particularly on a large
scale, has declined during the past 2 decades. The
accuracy of tests has increased,3 with courts and tribunals acknowledging a shift from traditional urine testing
— what is popularly characterised as the “pee in the cup
routine” — to saliva tests that involve a swab and
resemble the direct-to-consumer genomic testing discussed in a recent issue of the Privacy Law Bulletin.4
There are no comprehensive figures for the number of
tests undertaken in Australian workplaces or their prevalence across Australian business and government. It is
likely that Australian business is emulating public/
private sector practice in the United States, where
comprehensive testing of both white collar and blue
collar employees, in some instances on a quite invasive
basis, is routine.5 Risk aversion and marketing by large
pathology or specialist testing enterprises such as Medvet
(benefitting from economies of scale) mean that we can
expect use to increase.6
Acceptance within Australia reflects endorsement in
jurisprudence that relates to people who range from
police officers,7 medical practitioners,8 nurses,9 to miners, smelter operators and factory workers.10 It is, thus,
not restricted to tradespeople or vehicle operators.

Testing, privacy and the law
The national constitution does not provide an express
head of power for public and private sector workplace
drug testing; the Commonwealth cannot rely on the
external affairs power and the states would potentially
oppose a national testing statute founded on the corporations’ power.
Testing is not specifically prohibited by the state/
territory privacy statutes or the Privacy Act 1988 (Cth).
As discussed below, in practice it is however shaped by
Australian privacy law. Preceding paragraphs have noted
that testing in the workplace might be specifically
authorised by statute, for example enactments featuring
provisions that enable mandatory testing of corrections
officers.11 Such statutes assume that an employee consents as a condition of employment: if your client wants
to work as a prison guard that individual should expect
to be tested.
Some employers have relied on enterprise-specific or
industry codes, typically tied to broad occupational
health & safety statutes that require employers to act to
protect the wellbeing of staff and that coexist with
common law expectations regarding liability for injury
regarding employees and third parties.
Jurisprudence relating to those codes has three features that are significant for both privacy and employment specialists. The first is that courts and tribunals
over the past 2 decades have recognised the validity of
the codes and by extension of testing that takes place
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under the codes.12 As a consequence the second feature
is that decision-making bodies have found in favour of
employers who have terminated the employment or
penalised employees who have failed drug tests.13 That
dismissal is irrespective of whether the employee is
affected by the drug (and for example likely to cause an
injury) at the time of testing.14 The third feature is
perhaps most salient for privacy practitioners. Testing in
the workplace is permissible and may even be mandatory. It must however be undertaken correctly, something discussed in the final part of this article.

Privacy concerns
What privacy questions are posed by
workplace drug testing?
A traditional concern has been scrutiny of the individual during collection, with both individuals and
unions objecting — often viscerally — to the indignity
associated with observation while producing a urine
sample. Observation has been justified by incidents in
which transport personnel, police, footballers and others
have substituted someone else’s “clean” urine for their
own in a successful effort to pass a scheduled test. On
occasion, it has however resulted in discomfort for test
subjects, observers and managers because many people
experience paruresis (bladder shyness) when required to
provide a sample on demand, whether on a scheduled,
random or post-incident basis.
It is axiomatic that intimate functions are deserving
of protection and, indeed, criminal law over the past
century has criminalised unwanted surveillance of people
who are bathing or relieving themselves in environments
where they would expect to be left alone.15 The concern
has been offset by the shift to testing on the basis of
saliva samples, now considered to be as accurate as the
traditional urine test but less invasive of an individual’s
personal space and potentially undertaken more rapidly
and conveniently (ie, no requirement for screens or
segregated rooms).
Another concern, more intractible, has been that
testing erodes the individual’s private sphere and extends
the employer’s control of that person to the individual’s
life outside the workplace. Testing potentially detects
alcohol, medications and illicit drugs consumed outside
the workplace rather than on the employer’s time. That
consumption might include a party drug ingested at the
weekend or cannabis smoked in the employee’s home at
night during the week. Detection poses questions about
whether the employee can dictate behaviour outside the
workplace and whether the consumption of illicit drugs
can be reported to law enforcement. It also poses
questions about the subversion of integrity, evident in
indications from service people at HMAS Stirling that
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Ice is the off-duty drug of choice because it is less likely
to be detected in routine testing.16 One inference is that
testing is pushing consumption in a particular direction,
not necessarily to the benefit of the individual or the
community at large.17
In Briggs, the Fair Work Commission identified
tensions, recognising:18
… controversy over which of two competing workplace
interests (which might alternatively be characterised as
workplace “rights” in the social and ethical if not the legal
sense) should be given priority in the selection of the
appropriate testing method. On the one hand, there is the
interest of employees in not having their private behaviour
subject to scrutiny by their employers. As a general
proposition it is doubtless the case that employees are
entitled to a private space in their lives into which the
workplace may not intrude, although the boundaries of that
space may sometimes be difficult to define. Urine testing
challenges employee privacy, because it detects historic
drug use, including drug use in purely private time, not just
recent drug use during or immediately before working time
as in the case of saliva testing. On the other hand, there is
the interest that employers and employees have in ensuring
a safe working environment by the taking of all practicably
available measures to detect and eliminate or manage risks
to safety. Both employers and employees are throughout
Australia subject to statutory duties concerning workplace
safety, breach of which may result in criminal liability, and
employees are exposed to the possibility of injury or death
if workplace risks to safety are not identified and either
removed or controlled. In this context it has been argued
that the wider net cast by urine testing is more effective in
protecting this interest in that it may catch any user of drugs
of abuse who may represent a current or future risk to
safety, and also acts as a more effective deterrent to drug
use.

There has been surprisingly little attention on the part
of legal writers to two more diffuse concerns. One
relates to trust, the other to personal information.
Many relationships, for example those in the health
sector, are founded on trust by consumers and third
parties. Patients for example should have a right to
believe a registered health practitioner will not be under
the influence of drugs or alcohol while caring for them,
given that patients are already vulnerable to harm. An
effective drug testing regime is not just an issue of the
employer’s power over employees; it potentially corrects power positions by giving rights back to consumer/
patient and families.
Most technologies do not provide an “on the spot”
answer; the sample needs to be processed (typically
along with many other samples at a large-scale specialist
facility operated by an entity that is independent of the
employer). That necessitates identification of samples
and their conversion into data that is subsequently
provided to the employer and might be sighted by the
employee.
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Such data is personal information under the Privacy
Act 1988 (Cth), with its generation, transfer, storage and
disposal needing to be addressed in accord with the
Australian Privacy Principles, for which there is broad
guidance under the recently updated APP Guidelines
released by the Office of the Australian Information
Commissioner. The OAIC does not appear to have
specifically engaged with workplace drug testing. Guidance about expectations regarding data security (for
example to effectively reduce the risk of data corruption
or breach) is implicit in the OAIC guidelines.
More tangible guidance is provided by the Australia
New Zealand industry standards, in particular AS/NZS
4308: 2008 (procedures for the collection, detection and
quantification of drugs of abuse in urine) and 4760: 2006
(Procedures for specimen collection and the detection
and quantitation of drugs in oral fluid), underpinned by
the National Association of Testing Authorities (NATA)
certification of testing facilities. The standards provide
for matters such as the chain of custody.

Putting privacy into practice
Is workplace drug testing a matter of
particulars — the specific class of employee
and type of test — and procedure rather than
principles?
One response would be that the particulars are clearly
important, given that tribunals are likely to order the
reinstatement or compensation of employees who have
been improperly terminated on the basis of an inadequately communicated or inadequately conducted test.
Communication for example requires that potential employees be informed that a testing regime is in place (for
example so that an individual can exercise consent in
choosing whether to work for the employer) and that
employees or industrial organisations are given a meaningful opportunity to consult regarding introduction of a
new testing regime. Irrespective of legal protections the
reputational damage associated with covert testing or
with misuse of test data (for example compilation of an
industry blacklist of former employees with equivocal
results or capture of genomic data) would be severe.
In looking to the principles underlying the Privacy
Act 1988 (Cth) and past jurisprudence about testing, we
might go further and consider that testing must be
proportionate. That does not mean that testing is necessarily restricted to those employees who work in hazardous occupations. It might for example encompass all
employees in a particular enterprise or government
agency (a scope that is likely to be attractive to employers worried about claims of discrimination but also
likely to result in criticism that testing of many employees is not necessary). It does mean that testing should be
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as least-invasive as possible, given the particular circumstances of the industry, the occupation and enterprise.
The jurisprudence highlighted in this article for example
highlights that the accuracy of saliva testing means that
it should appropriately replace much urine testing, given
that it provides credible results at a lower level of
invasiveness and perceived humiliation or stress than the
traditional test.
Practitioners and employee advocates will have to
watch for the potential development of a human rights
jurisprudence, perhaps influenced by Europe, that addresses
questions about employer control of behaviour outside
the workplace and shifts the boundaries in favour of
employees in instances where consumption is discernable but has not affecting the individual’s performance.
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