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How Google AdWords campaigns may land
businesses in legal hot water under Australian
law
Jamie White POD LEGAL
Introduction — how Google AdWords works
This article considers the extent to which Google
AdWords can amount to misleading and deceptive
conduct, trade mark infringement and passing off under
Australian law.
AdWords is an advertising service, which is integrated into Google’s search engine service. It allows for
“sponsored links” to appear in response to a Google
user’s search request, either above or alongside the
positioning of the “organic search results”.
Whereas organic search results are links to webpages
that appear in order of relevance to the keywords entered
by the user, sponsored links are advertisements, triggered by the same keywords.1
Under the AdWords system, advertisers nominate
keywords that when searched will cause a link to their
webpage appear as a sponsored link. The most popular
keywords are “bid” upon by advertisers in a real time
auction.
Advertisers bid based on the monetary amount that
they are willing to pay each time a user clicks on their
advertisement. The closer to the highest bid they are for
a particular keyword, the higher up on the search engine
page the link to their website will appear. This is subject
to a “quality score”, which is given by Google according
to the relevance of the advertisement and amount of
clicks it has previously received.2
It is important to note at the outset that the advertiser
determines both the content and the keywords associated
with their advertisement. As is discussed, this point has
a significant influence on who bears the liability in terms
of potential misleading and deceptive conduct, trade
mark infringement and the common law tort of passing
off.

Key points
• The purposes of protecting consumers, property
and goodwill respectively yield different legal
inquiries into each of these areas.
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• The advertiser, rather than Google, is more likely
liable for misleading and deceptive conduct, trade
mark infringement, or passing off.
• Trade mark infringement will only be made out in
limited circumstances in Australia.
• Passing off will be made out in even more limited
circumstances.

Tips for practitioners
• Try to discourage clients from including the names
of other businesses or trade marked names in the
headlines of AdWords advertisements.
• Note that using companies’ names and trade marks
as keywords in an AdWords campaign may contribute to a finding of trade mark infringement or
passing off, but is less likely, of itself, to constitute
misleading and deceptive conduct.
• If infringement is made out, then the onus will fall
on your client (unless your client is Google).
Therefore, it is worth performing trade mark
searches and other due diligence checks before
embarking on AdWords campaigns, especially
since intention is not a consideration for the
imposition of liability on your clients.

Misleading and deceptive conduct
Section 18 of the Australian Consumer Law (ACL)
provides that a person must not, in trade or commerce,
engage in conduct that is misleading or deceptive or is
likely to mislead or deceive.3
Advertisements placed through Google’s AdWords
system may result in misleading and deceptive conduct
through the use of certain keywords or advertisement
headlines which are exclusively associated with another
person or business. For example, the name of that other
person or business.
A leading example is a 2011 case, where Trading Post
Australia Pty Ltd (Trading Post) was found to have
engaged in misleading and deceptive advertisements by
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causing certain advertisements to be displayed on Google
via AdWords.4 Trading Post selected the names of
several competitor businesses as the keywords, which
would trigger its own advertisements. Further, the headline of the advertisement was the name of the competitor
business. To illustrate, in the case of Kloster Ford, one of
Trading Post’s competitor businesses, the advertisement
displayed was as follows:
“Kloster Ford
www.tradingpost.com.au New/Used Fords —
Search 90,000 + auto ads online. Great finds daily!”5

Justice Nicholas found that because the Trading
Post’s URL was displayed within this advertisement and
other similar advertisements, the ordinary and reasonable members of the class of people to whom the
advertisement was directed would appreciate that it
would take them to Trading Post’s website.6
His Honour continued, however, to say that this
advertisement and others made the following misleading
representations:
• there was an association or affiliation between
Trading Post and Kloster Ford, which did not
exist;7 and
• information regarding Kloster Ford and Kloster
Ford car sales could be found at Trading Post’s
website, which was incorrect.8
This provides an idea of what might constitute a
“definitely in” example of misleading and deceptive
conduct by an advertiser using AdWords.
However, the important question remains of whether
Google itself, as the agent facilitating the production of
these advertisements, can be liable for misleading and
deceptive conduct.
Nicholas J, applying Butcher v Lachlan Elder Realty
Pty Ltd (Butcher),9 reasoned that:10
Whatever representation the vendor made to the purchasers
by authorising the agent to issue the brochure, it was not
made by the agent to the purchasers. The agent did no more
than communicate what the vendor was representing,
without adopting it or endorsing it.

The High Court has endorsed this view in a later case
taken up by the Australian Competition and Consumer
Commission (ACCC) against Google itself, adding some
context to its reasoning.11 In this case, the High Court
considered a series of advertisements similar in nature to
the Trading Post advertisements, made by a number of
different advertisers.
In a joint judgment, Chief Justice French and Justices
Crennan and Kiefel reasoned:12
That the display of sponsored links (together with organic
search results) can be described as Google’s response to a
user’s request for information does not render Google the
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maker, author, creator or originator of the information in a
sponsored link … Google is not relevantly different from
other intermediaries, such as newspaper publishers (whether
in print or online) or broadcasters (whether radio, television
or online), who publish, display or broadcast the advertisements of others … To the extent that it displays sponsored
links, the Google search engine is only a means of
communication between advertisers and consumers.

In separate judgments, Justice Hayne substantially
agreed with the majority, and Justice Heydon found that
placing liability on Google in this case would create “an
exceptionally wide form of absolute liability for those
who publish information in the media”.13

Takeaway points:
• If liability for misleading and deceptive conduct
falls on anybody in an AdWords context, it will be
the advertiser, and not Google.
• Similarly, there is no practical difference between
Google’s AdWords and the paid advertising offered
by hard copy newspapers.
• Misleading and deceptive conduct need not be
intentional, but rather “likely to mislead or deceive”,
therefore conducting trade mark searches and
other due diligence before embarking on an AdWords
campaign would be advisable.
• The courts recognise the nuance involved in advertisements created using AdWords, and the intelligence of the consumer. Therefore, the more blatantly
fraudulent attempts at navigating the AdWords
system, such as that in the Trading Post case, will
be caught out because they are likely to mislead or
deceive the consumer. However, using more peripheral search terms, which are not the names of
businesses, will not necessarily be considered
misleading and deceptive, because the user of the
Google search engine will be unlikely to believe
the underlying representations of the advertisement.
• Google has begun to do its part to reduce this
behaviour. It has a Trade mark policy,14 which
allows owners of trade marks to complain about
the use of their trade marked name. Further, the
quality score function, which promotes the most
relevant websites in the order of sponsored links,
and that appears in response to a search request,
makes it less likely that a consumer will click on
an advertisement. However, this does not prevent
it from being misleading or deceptive.

Trade mark infringement
Google does not prevent businesses from bidding on
words which are protected by trade mark law in certain
jurisdictions. It would be unrealistic to expect Google,
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an international company, to periodically search every
trade mark database and ensure that the words upon
which people make bids are not protected as trade
marks. Instead, Google has a Trade mark policy, which
allows trade mark owners to complain to Google, who
may respond by placing restrictions on the people who
may bid on the trade marked word or words.15
Google will not restrict the use of trade marked
material if it is used by resellers or informational
websites, or where the use is authorised by the owner of
the relevant trade mark. Further, Google permits the use
of trade marked material in advertisements if either:16
• the ad[vertisement] text uses the term descriptively in its ordinary meaning, rather than in
reference to the trade mark; or
• the ad[vertisement] is not in reference to the goods
or services corresponding to the trade marked
term.
Unlike misleading and deceptive conduct, Australian
courts have yet to consider whether use of a registered
trade mark as a keyword for the purposes of an AdWords
advertisement amounts to trade mark infringement under
the Trade Marks Act 1995 (Cth) (Trade Marks Act).
However, as discussed in relation to misleading and
deceptive conduct, the liability rests on the advertiser for
using the names of other businesses in the headline of its
advertisements. It is likely that this holds true for trade
mark infringement. Intuitively, the same reasoning could
be applied to a case of trade mark infringement because
the same parties are acting in the same way; it is the
interest being protected that is different.
The United Kingdom’s High Court of Justice has
considered this question. In Interflora Inc v Marks &
Spencer Plc (Interflora),17 a company called Marks and
Spencer used the name “Interflora”, which was a word
subject to the registered trade mark of Interflora Inc, as
a keyword in an AdWords campaign. Marks and Spencer
did not include “Interflora” in the text of its advertisement. It was held that this constituted trade mark
infringement on the behalf of the advertiser because the
sponsored links may have led the “average reasonably
well-informed and reasonably attentive internet user” to
believe that Marks and Spencer was part of the Interflora
network. However, this decision has been appealed and
remitted to the High Court of Justice on the grounds that
there was insufficient evidence for the judge to make the
findings that he did in this case.18
It is unlikely that this would extend to Australian
trade mark law.
In Australian law, trade marks are used to identify a
unique product or service and distinguish it from those
provided by other traders. Under the Trade Marks Act, a
trade mark may be any combination of (inter alia)
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letters, words, names, numerals, brands and colours,
which are used to distinguish goods or services provided
in the course of trade by a person from those provided by
other people.19
A person’s trade mark can be infringed in a number of
ways. Relevantly, a person infringes a registered trade
mark if the person uses, as a trade mark, a sign that is
substantially identical with, or deceptively similar to, the
trade mark in relation to goods or services in respect of
which the trade mark is registered.20
Importantly, the infringer must use the trade mark “as
a trade mark”, which is to say that the trade mark of one
company must be used by another, as a sign used to
distinguish its own goods and services from those of
other companies.
By contrast, under the United Kingdom’s Trade
Marks Act,21 the infringer must use the trade mark “in
the course of trade”.22 This is vastly broader than the
Australian provision, and therefore likely covers the
case of Interflora.
Therefore, in Australia, using another company’s
trade mark in any capacity will unlikely constitute trade
mark infringement, unless it is used as a trade mark.
This line of reasoning was supported in 2010 in
Mantra Group Pty Ltd v Tailly Pty Ltd (No 2) (Mantra
Group),23 when Justice Reeves reasoned that the infringer
must use the mark as a “badge of origin” in the sense
that it indicates a connection in the course of trade
between goods or services and the person who applies
the mark to those goods or services. His Honour found
in this case that Tailly’s use of Mantra Group’s registered “Circle on Cavill” apartment complex trade mark
in a number of internet contexts, including AdWords,
constituted trade mark infringement.24
This means that use of a trade mark as a key word in
an AdWords campaign can constitute trade mark infringement, provided it is used as a trade mark. It is unclear
whether the mere use of a trade mark as an AdWords
keyword may amount to infringement but what the
Mantra Group case makes clear is that it can certainly be
a contributing factor.

Takeaway point:
• Only in specific circumstances, where one person
uses another person’s trade mark as a trade mark,
will infringement be made out in Australia.

Passing off
Trade marks that are not registered pursuant to the
Trade Marks Act may be protected under the common
law tort of “passing off”. The tort of passing off is based
on the principle that nobody should represent that their
goods or services are those of another, and comprises
three elements that must be made out:
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1) that the plaintiff has an established goodwill in the
material which the defendant is using and of
which the plaintiff complains;
2) that the defendant misrepresents that its goods
and/or services are those of the plaintiff as a result
of which the relevant consuming public will be
deceived; and
3) that the plaintiff has suffered or will suffer damage
as a result of that action.25
These elements were set out in the late 1800s, so have
since grown considerably to cover almost all situations
of commercial dishonesty, including making an implication.
An action in passing off may be run instead of a
breach of s 18 of the ACL because an account for profits
is an available remedy, which may not be available
under the ACL.
Passing off has only had peripheral judicial consideration in respect of AdWords. In the Trading Post case,
Nicholas J noted that there are fundamental differences
in the underlying purpose between s 18 and passing off.
Whereas the ACL is directed at consumer protection,
passing off is directed at the protection of goodwill. He
continued to note the difference between the test of
whether a representation is likely to damage the reputation in a particular “get-up or name” and whether a
representation is itself misleading.26
Arguing from this distinction, in an action for passing
off, the act of misleading representation must cause the
harm complained of. So, the stronger the causative link
between the damage to a party’s goodwill, the more
likely that a case of passing off will be made out.
Intuitively, this draws the analysis in an AdWords
context closer to that of the trade mark infringement
rather than misleading and deceptive conduct. If a
person uses another person’s trade mark as a trade mark,
it is more likely to damage goodwill than if it is not used
as a trade mark.
Arguing from first principles, if one person outbids
another person on AdWords for their unregistered trade
mark, it is likely for there to be damage done to the first
person’s goodwill if they cede their position in the order
of priority of sponsored links.

an advertiser. It is important for intellectual property
lawyers to be mindful that the focus of each misleading
and deceptive conduct, trade mark infringement and
passing off is different.
Misleading and deceptive conduct is based on consumer protection and therefore the focus of the inquiry is
whether the consumer would be misled by certain
representations. Trade mark infringement is concerned
with protecting property rights, and finally, passing off is
concerned with protecting goodwill. It is important to
remember that each of these distinct areas of focus guide
the legal inquiry to be undertaken and, therefore, what
you need to be wary of when advising clients on the use
of Google AdWords campaigns.
Jamie White
Solicitor Director
Pod Legal
Jamie@podlegal.com.au

Footnotes
1.

2.

Google Inc v Australian Competition and Consumer Commission (ACCC) (2013) 249 CLR 435; (2013) 294 ALR 404; [2013]
HCA 1; BC201300295 at [22].
Econsultancy, What is Google AdWords and how does it work?,
October 2014, www.econsultancy.com; Wordstream, What Is
Google AdWords? How the AdWords Auction Works, November 2014, www.wordstream.com.

3.

Competition and Consumer Act 2010 (Cth), Sch 2 s 18(1).

4.

Australian Competition and Consumer Commission (ACCC)
v Trading Post Australia Pty Ltd (2011) 283 ALR 310; (2011)
93 IPR 358; [2011] FCA 1086; BC201107288.

5.

Above n 4, at [100].

6.

Above n 4, at [126].

7.

Above n 4, at [130].

8.

Above n 4, at [135]–[136].

9.

Butcher v Lachlan Elder Realty Pty Ltd (2004) 218 CLR 592;
(2004) 212 ALR 357; [2004] HCA 60; BC200408200.

10.

Above n 4, at [40].

11.

Above n 1.

12.

Above n 1, at [6,9].

13.
14.

Above n 1, at [151].
Google, AdWords Trade mark Policy, October 2012, www.support.google.com

15.

Above n 14.

16.

Above n 14.

Conclusion

17.

The consistent trend between all three of the above
bodies of law is that liability will rarely, if ever, fall upon
Google for misleading uses of the AdWords service by

Interflora Inc v Marks & Spencer Plc [2013] All ER (D) 238
(May); [2013] IP & T 931; [2013] EWHC 1291 (Ch) (Arnold
J) (Interflora).

18.

Above n 17.

Takeaway point:
• To show that a person has engaged in activities
constituting passing off through the use of AdWords
it is necessary to show a causal nexus between the
use of AdWords and damage to goodwill.

internet law bulletin

December 2015

205

19.
20.
21.
22.
23.

206

Trade Marks Act (1995) (Cth), ss 6, 17.
Trade Marks Act (1995) (Cth), s 120(1).
Trade Marks Act (1994) (UK).
Above n 21, s 10(1).
Mantra Group Pty Ltd v Tailly Pty Ltd (No 2) (2010) 267 ALR
347; (2010) 86 IPR 19; [2010] FCA 291; BC201001870 at
[50] (Mantra Group).

24.
25.

Above n 24.
Reddaway v Banham [1896] AC 199; (1896) 1 B IPR 401;
(1896) 13 RPC 218 204 (Lord Herschell).

26.

Above n 4, at [89].

internet law bulletin

December 2015

The US Digital Millennium Copyright Act: use
and concerns in Australia
Nicholas D Wells KIRTON MCCONKIE
The Digital Millennium Copyright Act (DMCA) is a
section of the United States Copyright Act that provides
some unusual tools that may assist Australian copyright
owners who battle online infringement. Understanding
the DMCA will also benefit anyone who does business
with US businesses or consumers.

Background of the DMCA
In 1998, the United States amended the US Copyright
Act to account for two treaties that the US had become
a member to.1 The amendments, known as the DMCA,
addressed the problem of circumvention of technological controls intended to prevent copyright infringement
(Digital Rights Management or DRM technologies); not
only was the production of tools intended to circumvent
DRM technologies criminalised, but the act of circumvention was criminalised, even if no copyright infringement resulted. Although these provisions include a
number of exceptions, this portion of the DMCA has
been controversial from the outset.
Yet the DMCA is more widely known for its approach
to another problem facing the world in 1998. Copyright
owners were concerned with the growing ease with
which digital technologies permitted rapid copying and
dissemination of copyrighted works; providers of online
services were also concerned that copyright laws would
make them liable for the acts of their users who posted
or transmitted content that infringed third-party copyrights. In response, the DMCA strikes a statutory bargain
that attempts to address the concerns of both sides.
Copyright owners can use the DMCA to quickly and
easily have infringing content removed with the help of
content hosts (online service providers); those online
service providers can avoid legal liability for copyright
infringement by following the steps in the DMCA,
which amount to a safe harbor.
This arrangement is commonly known as the DMCA
takedown procedure; notices submitted to an online
service provider are known as DMCA takedown notices.2

The DMCA takedown procedure
While the DMCA does not apply to Australian
businesses, consumers or online service providers, Australian copyright owners can make use of it for any
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online infringements occurring on US-based websites.
Australian businesses may also benefit from understanding DMCA provisions when dealing with US businesses
or consumers.
Practically speaking, the DMCA functions as follows:
1. A copyright owner becomes aware of an infringing work that has been made available online. For
example, a copyrighted photo is published to
illustrate a blog post, or a blog post is re-published
on another blog without consent, or a copyrighted
video is posted for public viewing.
2. The copyright owner identifies the third-party host
of the material. This is normally either the company that operates the website or the hosting
company that provides the back-end service to the
website operator. Examples of the first include
Facebook, YouTube; examples of the second include
GoDaddy or BlueHost (equivalent to HostPapa or
DigitalPacific in Australia).
3. The copyright owner sends a DMCA takedown
notice to the online service provider. This can be
sent electronically or as a paper notice, but it must
include the following items to be valid:3
a. The signature of a person authorised to act on
behalf of the copyright owner.
b. A clear identification of the copyrighted work
claimed to have been infringed.
c. A clear identification of the material that is
claimed to be infringing and information reasonably sufficient to permit the online service
provider to locate the material.
d. Your contact information.
e. A statement that the complaining party has “a
good faith belief that use of the material in the
manner complained of is not authorised by the
copyright owner.”
f. A statement that the information in the notification is accurate, and under penalty of perjury,
that the complaining party is authorised to act
on behalf of the owner of the copyright that is
allegedly infringed.
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4. The online service provider will typically remove
access to the material that you are complaining about
and must then notify the owner of the page or website
where it was located.
5. The owner of the page or website that was taken
down has the right to submit a counter-notification that
has many of the same formalities as the original notice
and states — in summary — that it was a mistake to
remove access to the page or site.4
6. If a counter-notification is not sent, then the service
provider will do nothing and the material remains
unavailable (but see the caveats in the sections that
follow).
7. If a counter-notification is sent, the online service
provider must make the material available once again,
unless it receives notice from the copyright owner that
the owner has sought a court order regarding the alleged
infringing activity.5
On the whole, the above process is straightforward,
but its purpose is often misunderstood by copyright
owners and website operators alike. Contrary to the view
of some enraged copyright owners, the service provider
does not have a legal obligation to take down the alleged
infringing content. Doing so merely allows the service
provider to avoid the possibility of legal liability (hence
most will follow the procedure above). Indeed, the
DMCA includes several provisions expressly stating that
a service provider “shall not be liable” if acting in
accordance with this law. When I say in item 7, above,
that the service provider “must make the material
available once again”, that is what is needed to comply
with the DMCA and thus take advantage of the safe
harbor liability shield. But if the service provider decides
not to follow the DMCA “rules”, it is free to do so.6
Similarly, the terms of service used by most service
providers do not require that they post any content that
they feel is inappropriate or infringing. Thus, even if a
service provider does not follow the DMCA rules, they
may elect to remove access to material simply to remove
themselves from a fight between website operator and
copyright owner. (As one attorney for a prominent
ecommerce site tersely informed me, they don’t have to
sell anything they don’t want to sell.)

Applicability in Australia
Copyright owners based in Australia can use the
DMCA as a low-cost and typically a very quick method
of dealing with online copyright infringement.
Online service providers in Australia should also be
aware of DMCA notices so that they will understand the
intention of US-based copyright owners who may submit DMCA takedown notices. Australian service providers need not comply with such notices but should
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consider implementing policies commensurate with Australian laws for reviewing and dealing with possible
infringements that they learn of.

Problems with the DMCA
While the DMCA takedown procedure is a clean and
simple solution on its face, the implementation has
become fraught with practical problems and legal uncertainties during the past 18 years.

Overburdened providers and owners
Online service providers such as Google, Instagram,
Pinterest, Facebook and YouTube have automated the
processing of DMCA takedown notices. These, and
many web hosting companies, provide an online form
that copyright owners can use to submit a DMCA
takedown notice.7 Yet the most recent figures indicate
that Google received more than 55 million notices in the
past month. As discussed below, each requires human
review. Such a system is simply not sustainable for
service providers.
On the other side, copyright owners — initially
pleased with the simplicity of solving online infringements — have learned that serial infringers can move
locations almost faster than service providers can disable access to infringing content. The infringers have
also learned that sending a counter-notification letter
will usually restore access to the infringing content.
(Those who are highly skilled at copyright infringement
do not blanch at perjury.) The net result is that owners of
valuable copyrighted assets also must invest significant
resources in a never-ending game of “whack-a-mole”,
chasing infringers around the digital universe.
As in any field of law, a statutory tool intended to
facilitate dispute resolution between two reasonable
parties with differing views of the facts cannot adequately
deal with intentionally bad actors. That is especially true
when the bad actors have at their disposal a range of
technological tools for misusing copyrighted content on
an enormous scale.
Yet it is not merely serial infringers that have taken
advantage of DMCA takedown notices. A study from
2005 found that more than one-half of takedown notices
received by Google were from competitors of the
alleged infringers and more than one-third were “not
valid copyright claims”.8

Additional cautions for copyright owners
Even when copyright owners have a valid basis for
concern and are not dealing with serial infringers,
caution is warranted when sending DMCA takedown
notices. Indeed, the ease with which they can be used
may cause copyright owners to be careless in evaluating
their rights, hoping to shift the burden of careful review
to others.
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Section 512(f) of the DMCA provides that a party
may be awarded damages, including attorneys fees, that
arise from a knowing, material misrepresentation in a
DMCA takedown notice or counter-notification.9
It remains unclear just what a “knowing, material
misrepresentation” would be, but a long-running case
involving Universal Music highlights the concern of
copyright owners who fear a much-increased burden of
investigation before using DMCA to deal with online
infringements.
The principal question that many copyright owners
have asked is whether fair use must be considered before
sending a DMCA takedown notice. Fair use is an
affirmative defense in the US Copyright Act.10 If found
applicable, fair use excuses conduct that would otherwise be deemed infringement, based on factors such as:
• the impact on commercial value of a work;
• the nature of the use; and
• the nature of the work itself.
Yet, as an affirmative defense, only a judge can
determine if fair use actually applies in a given case.

Recent Ruling in Lenz v Universal Music
In Lenz v Universal Music Corp,11 a home video
posted on YouTube was taken down via a DMCA notice
from Universal Music. Lenz first filed suit in 2007,
arguing that Universal Music acted in bad faith when it
ordered removal of a 29-second video of her baby in
which she asserted that the use of a copyrighted song
was likely to be permitted as fair use. Last month the
latest ruling in the case was handed down from the US
Federal Court of Appeals for the 9th Circuit.12 It affirms
earlier rulings in the case stating that a copyright owner
must “consider” fair use before sending a DMCA
takedown notice.
Yet this ruling leaves questions about what level of
investigation is required to avoid liability under s 512(f)
for making a material misrepresentation in a DMCA
takedown notice. The 9th Circuit did state that consideration of fair use “need not be searching or intensive”
and that a computer program that matched online
content with copyrighted works appeared to be a valid
method of reviewing a high volume of online content.13
With this ruling in mind, many copyright owners are
now re-evaluating how to document the processes they
use to send DMCA notices, including making explicit
mention of some minimal analysis of the four statutory
fair use factors.

dures and limitations, Australian copyright owners can
take advantage of DMCA takedown notices and Australian business owners can understand the context in
which their American partners are operating.
Nicholas D Wells, JD, LLM, MBA
Shareholder
Kirton McConkie PC
nwells@kmclaw.com
www.kmclaw.com
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nothing more than a misrepresentation intended to harm a
competitor.

9.
10.

Above n 2, at (f).
17 US Code § 107 — Limitations on exclusive rights: Fair use,
available at www.law.cornell.edu.

11.

Conclusion

Lenz v Universal Music Corp 572 F Supp 2d 1150 ND Calif
(2008).

The DMCA is likely to play an important role for the
foreseeable future as copyright owners deal with online
copyright infringements. By understanding its proce-
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ND Calif, Docket No 5:07-cv-03783- JF (14 September 2015),
available at www.cdn.ca9.uscourts.gov.

13.

Above n 13, at [18].
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Gordon Hughes and Andrew Sutherland ASHURST
The federal government recently foreshadowed the
introduction of a mandatory data breach notification
scheme in Australia. In this article, we consider, by way
of background, the current law in Australia regarding
data breach reporting obligations, past recommendations
for reform and previous reform efforts, the benefits that
such a scheme could offer and a number of the key
features that we expect to see in any future draft
legislation.

The digital economy and the cyber threat
As the digital economy continues to expand organisations are increasingly collecting and storing data, including personal information, electronically. As the range of
cyber threats become greater in number, more sophisticated and harder to detect, the risks and potential
consequences associated with unauthorised access to,
and disclosure of, personal information become increasingly serious.1 In this environment, the need for improved
data security and protection measures has never been
more critical, nor has the importance and relevance of
mitigation strategies designed to reduce the risks and
consequences associated with data breaches.
One such mitigation strategy is a legislated mandatory data breach notification scheme, under which organisations would be compelled to notify affected individuals
and the Australian Information Commissioner (Commissioner) about data breaches.2

The current law in Australia regarding data
breach reporting
With the exception of certain specific instances relating to health information,3 there is currently no obligation under Australian privacy and data security law
which requires organisations to report data breaches.
The practice of reporting such breaches is, however,
encouraged. Under Australian Privacy Principle 11,
relevant organisations are required to take reasonable
steps to protect personal information which they hold.4
In April 2012, the Office of the Australian Information Commissioner (OAIC) released a guide entitled
Data Breach Notification — A Guide to Handling
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Personal Information Security Breaches. The purpose of
the guide is to provide agencies and organisations with
guidance when responding to a data breach involving
personal information which they hold. The approach
recommended by the OAIC is not mandatory in the
absence of legislation, but it is useful in clarifying the
Commissioner’s expectations as to what amounts to a
reasonable reaction by an entity subject to the Australian
Privacy Principles in any given situation. For example,
the Commissioner considers that notifying affected individuals about a data breach where one occurs may be
one such reasonable step.5

Previous reform efforts
There have been several previous reform efforts in
Australia relating to the proposed introduction of a
mandatory scheme. To date, all have been unsuccessful.
Senator Stott Despoja introduced the Privacy (Data
Security Breach Notification) Amendment Bill 2007
(Cth) into the Senate on 16 August 2007. The Bill lapsed
on 12 February 2008. It was subsequently restored, but
then lapsed again on 28 September 2010.6 On 29 May 2013,
the Privacy Amendment (Privacy Alerts) Bill 2013 (Cth)
was introduced into the House of Representatives. It
lapsed on 12 November 2013.7 The same Bill was then
re-introduced into the Senate by Senator Singh on
20 March 2014.8 While that Bill is still before the
Senate, it has not progressed since 19 June 2014, and
will presumably lapse in due course as well.

Past recommendations and benefits of a
mandatory scheme
In its watershed 2008 report entitled For your Information: Australian Privacy Law and Practice, the Australian Law Reform Commission (ALRC) proposed
introducing a mandatory scheme in Australia. The ALRC
proposed that:9
The Privacy Act should provide for notification by agencies
and organisations to individuals affected by a data breach.
This requirement is consistent with the Privacy Act’s
objective to protect the personal information of individuals.
Data breach notification can serve to protect the personal
information from any further exposure or misuse, and

internet law bulletin

December 2015

encourages agencies and organisations to be transparent
about their information-handling practices.

The primary justification for introducing a mandatory
scheme in Australia is to provide individuals affected by
a data breach with an opportunity to take steps to protect
themselves and their interests, such as by mitigating the
potential consequences of a breach.10 A mandatory
scheme would also likely lead to the dissemination of
more detailed information about the privacy and information handling practices of organisations, as noted in
the ALRC’s above report. This would assist consumers
in making informed decisions about the organisations
with which they may wish to transact, and disclose
personal information to.11 A mandatory scheme could
further be expected to incentivise the taking of active
steps by organisations to improve and strengthen their
data security defences, given the potential reputational
and commercial risks associated with having to report
data breaches.12

Back on the agenda
The Parliamentary Joint Committee on Intelligence
and Security (JCIS) has from time to time made recommendations concerning the introduction of a mandatory
scheme — first in 2013 and then again earlier this year.
On both occasions the JCIS made the recommendations
in the context of considering proposals that ultimately
led to the recent introduction of Australia’s controversial
data retention regime.13
In a joint media release dated 3 March 2015,14 the
Attorney-General and Minister for Communications announced
that the Federal Government would support all of the
recommendations made by the JCIS in its 2015 report
concerning the draft data retention legislation. In relation to the JCIS’s recommendation concerning a mandatory scheme, the Attorney-General and Minister for
Communications stated that: “The Government agrees
to introduce a mandatory data breach notification scheme
by the end of 2015, and will consult on draft legislation”.15
We currently await the release of that draft legislation.

• The nature of the relevant “trigger event” which
gives rise to the obligation to notify — key
features of this aspect of the scheme concern the
degree of harm to the affected individuals flowing
from the breach and whether or not an obligation
to notify arises in the absence of the relevant
organisation being required to make an assessment
of, and form a view regarding, the likely risk of
such harm occurring.18
• The relevant corpus of personal information to
which the scheme applies — a key issue in
relation to that is whether or not the obligations to
notify will only apply in relation to specific
categories of information (for example, personal
financial information).
• The form and detail required to be included in the
data breach notifications and the timeframes available for reporting to occur — the greater the extent
and detail required to be included in notifications,
the more likely it would be that further investigations would be required and additional costs incurred.
• The inclusion of appropriate exceptions — such as
where reporting a data breach would not be in the
public interest (for example, where doing so could
compromise a criminal investigation or be contrary to national security interests) or where the
compromised information was adequately encrypted
or digitally redacted. It would be critical for
relevant organisations to be able to readily understand the nature and extent of their obligations and
the availability and applicability of exceptions in
particular circumstances.
For now, as noted above, we await the release of the
foreshadowed draft legislation with great anticipation.
Authors
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Key features of mandatory schemes
Various forms of mandatory schemes have been
introduced in overseas jurisdictions, including in various
states across the US.16 The key features of these schemes
are worth considering in seeking to determine the most
practicable and effective design for an Australian mandatory scheme.
For the purposes of managing the burdens imposed
on organisations under a mandatory scheme, there are
certain key features which we expect to see addressed in
any new draft legislation, including the following:17
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Evidentiary issues with social media and
confessions and admissions
Paul Venus HOLDING REDLICH
Tips for practitioners
• Existing evidentiary principles apply to confessions made on social media. Ensure that you
strictly comply with the requirements at Common
Law or under the Evidence Act.
• It is necessary to prove that the person who is
supposed to have made the confession actually
posted the statements that are alleged to be a
confession. This can be difficult to prove unless
you can lead evidence of the act of a person
making a post.
• Authentication of a post may involve reliance on
circumstantial evidence. Be aware that the timing
of a post, content of a post or context of an
exchange of posts may be useful to authenticate it.
• The social media confession must be voluntary,
and fair to admit into evidence, just like any other
confession.

Introduction
There is an old proverb that “open confession is good
for the soul”. Recently, it seems that users of social
media have taken this message to heart. Every month,
news services report on criminals who have confessed
on Facebook. Murder, rape, theft and all manner of
socially abhorrent behaviour are paraded on social
media.1 Facebook and other social media sites even have
“confession pages”, which are meant to enable people to
share statements, including confessions on an anonymous basis. Since 2013, many of these pages have gone
viral on the internet.
The law relating to confessions is relatively established. A confession is an admission which is a direct
and express acknowledgment of facts suggesting guilt.
Both at Common Law and under s 81 of the Evidence
Act 1995 (Cth), the hearsay rule does not apply to
evidence of a confession. However, courts have the
discretion to exclude evidence of a confession in certain
circumstances.2 There are a number of legal requirements that must be met before a confession will be
allowed as admissible evidence. Once a confession is
admitted, the weight which should be attached to the
confession is a matter for the jury.
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But does the confession made on a social media
platform, in a Facebook post, in a tweet or on some other
form of medium easily fit within these rules of evidence? The answer is that the existing evidentiary
principles that relate to confessions made other than on
social media will also apply to social media confessions.
But, that being noted, social media does present specific
issues that need to be addressed when determining if a
post on that media is admissible as evidence of a
confession.

Provenance of the social media post
The first problem that arises with confessions made
on social media sites is one of provenance. It is
necessary to prove that the person who is supposed to
have made the confession actually posted the statements
that are alleged to be a confession.
It is always possible that a person did not make a
post, and unless someone can give evidence that they
saw the person make the post there can be arguments
from a defendant that the post was not made. In the
absence of an admission that a post has been made by a
person, it is necessary to lead evidence to prove the
provenance of the post having been made.
It may be possible to prove that a post has been made
by leading evidence to show the origin of a post in
circumstances where only one person had access to the
computer or device on which the post was made.
In 2014 in the Western Australian case of Dabrowsk
v Greeuw,3 the defendant to a defamation case denied
making a post on a Facebook page. She claimed that she
had typed the words for the post but not posted them and
that someone unknown to her must have remotely
accessed her computer, cut and pasted the words she
wrote, changed them to add further information and then
posted the words on her behalf. She also denied that the
post was made by her on the day alleged that it had been
made.
Against this five witnesses gave testimony that they
saw the post on Facebook on the day it was alleged to
have been made. In a defence and in statements to the
court, the defendant had also made prior inconsistent
statements that led the court to conclude that the post
had actually been made by the defendant. No evidence
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was led in the case by either party to explain how
someone else could have remotely accessed the defendant’s computer and made the posts that the defendant
asserted she did not make.
Showing that the post contains information only one
person would know can help to authenticate the author
of a post. In 2012, in the case of Tienda v State,4 the
Texan Court of Criminal Appeals made findings on the
provenance of pages from a MySpace account. The
court found that the pages belonged to the appellant
because they had photographs of the appellant showing
distinctive features, information about the alleged victim
of the appellant, references to the appellant’s gang and
messages referring to an ankle monitor worn by the
appellant.
Leading evidence that the post was part of an
exchange of posts to circumstantially prove the provenance of a post is also possible. In 2014 in the South
Australian case of R v Usher,5 it was alleged that the
provenance of a post could not be proven. In that case
the timing of correspondence fitted the chronology of a
complaint concerning an alleged rape and that was
considered instructive as to the provenance of the post.

Fairness of using social media confessions
Assuming the confession can be authenticated, the
next issue to arise is whether the confession on social
media is actually admissible. This is a matter for the
court to decide and it is commonly the subject of a
pre-trial hearing.
In the High Court of Australia case of Tofilau v R,6
Gummow and Hayne JJ at [28] held that:
There are three separate, but overlapping, inquiries that
may have to be made in deciding whether evidence of an
out of court confessional statement is admissible. First,
there is the question, commonly described as a question of
“voluntariness” presented when the confession in issue is
made to someone identified as a “person in authority”.
Secondly, there may be the consideration of exclusion of
evidence of the confession based upon notions of “basal
voluntariness”. Finally, there is the discretion to exclude
evidence of the confession for reasons of fairness, reliability, probative value or public policy.

Their joint judgment in Tofilau held at [68] that:
The chief focus for the discretionary questions that arise
remains upon the fairness of using the accused person’s out
of court statement, rather than upon any purpose of
disciplining police or controlling investigative methods.

The District Court of Queensland had reason to
consider these principles in 2013 in light of confessions
made on a Facebook account in the case of R v Hasanov.7
In that case, the defendant, a foreign student studying in
Australia with the support of a government scholarship,
was charged with the indictable offence of rape of a
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fellow student. The defendant had been interviewed by
police about the alleged rape and then afterwards there
had been an exchange of messages on Facebook between
the complainant and the defendant.
The defendant was alleged to have made the following post:8
I am really sorry. I apologise for that night. But I ask you
to think before acting. We both adult. We both were drunk.
I did not mean to do anything that make you uncomfortable. If you don’t want to see me again it is ok. But please
understand me, you have always been respected person for
me. If you want tell me your place I can come and solve the
problem. I have also sister and believe me I can understand
you never wanted to behave you disrespected.

The complainant then posted that she was not going
to the police but wanted the defendant to admit what he
did and apologise. In response, the defendant replied
with a post that materially stated:
“I am sorry, I apologise for that. I did wrong …”9

The defendant argued that the posts should not be
admitted as evidence. He argued that the complainant
was a person of authority and as such induced the
defendant to make the subsequent post and so the
confession in that post was not made voluntarily. He also
argued that the post was not a reliable confession
because the defendant may have been prepared to offer
the apology just to avoid the matter being taken to the
police by the complainant.
The court held that the complainant could not be seen
to be a person in authority and that there was no aspect
of their relationship that created an imbalance of power.
The court also held that the will of the defendant was not
overborne by the Facebook messages.
However, the court exercised its discretion to exclude
evidence of the Facebook posts of the defendant after the
initial post. The judge did this because he considered
that it was possible the post was made in order to avoid
police involvement for the foreign student and therefore
the reliability of it as a confession was questionable.

Conclusion
Police around the world are embracing social media
as a way to obtain valuable information about criminal
conduct and bring perpetrators to trial.10 The number of
users of social media is now staggering. Facebook alone
has over 1.49 billion users worldwide.11 But for there to
be effective use of this veritable gold mine of evidence
the authorities must ensure that they comply with the
long standing rules about the admissibility of confessions as evidence. As the cases cited above have
demonstrated, this can be a complex task. The intricacy
of the social medium in use can and often does lead to
more onerous requirements to establish proof of the
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confession. However, as the cases have shown, those
intricacies do not make the task insurmountable and it is
therefore likely that in the future social media confessions will continue to become an important form of
evidence in many criminal law cases.
Paul Venus
Managing Partner — Brisbane
Holding Redlich
paul.venus@holdingredlich.com
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Trade mark usage, online and offline: clarifying
precisely what is usage of a trade mark
Nicholas Smith BLACKSTONE CHAMBERS
Tips
• When a dispute arises over the first use of a trade
mark, it is important to clarify:
— what mark is used;
— when it is used; and
— for what goods and services.
• It is not enough to simply assert an early date of
first use for all the relevant goods and services as
courts will go through evidence of use to determine precisely when a mark was used and for
what goods or services.
• Use of a domain name can be use of a trade mark
for particular goods and services but only if the
underlying website is used for those goods and
services. This is the case even if the website itself
does not display the trade mark.
The presence of websites, a modern day necessity in
almost any form of business, has added another layer of
complexity to the age old question of first use of a mark.
It is now possible to acquire rights in a trade mark
through first use of the mark as a domain name, even if
the business or the website to which the domain name
resolves to does not yet use the trade mark.

Accor Australia & New Zealand Hospitality
Pty Ltd v Liv Pty Ltd1
A recent case in the Federal Court of Australia has
helped clarify a number of issues around first adoption
and use (and hence ownership) of a trade mark, including that one can use a domain name as a trade mark even
if that mark is not used in the underlying website, being
the website accessed by an internet user through the
domain name.
While the case involved, in the words of Rangiah J
“the expenditure of resources, both by the court and the
parties, on this proceeding [that seemed] grossly disproportionate to the scope of the relief sought”,2 the
judgment itself is a worthy treatise on these issues and
the importance of careful identification of what goods
and services a particular trade mark is used and when.
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The case, Accor Australia & New Zealand Hospitality Pty Ltd v Liv Pty Ltd involved the letting of
apartments at the Cairns Harbour Lights (Harbour Lights)
complex in Cairns.

Facts of the case
Cairns Harbour Lights Pty Ltd (CHL) was the developer of an apartment complex in Cairns. In 2009, CHL
registered Harbour Lights and Cairns Harbour Lights
(the CHL Marks) as trade marks for services in Class 36
being agency services for the leasing of real estate
properties; commercial real estate agency services; apartment letting agency; apartment rental services; rental of
apartments; rental of accommodation; and services in
Class 43 being accommodation letting agency services
(holiday apartments); accommodation letting agency
services (hotel); hotel accommodation services; accommodation reservation services; booking services for
accommodation; and hotel services.
Accor, the first applicant, owned the exclusive rights
to provide on-site letting services and an exclusive
licence to use the CHL Marks. Owners were free to let
their apartments on a short term basis using any letting
agent, but Accor was the only letting agent able to
operate on site using the CHL Marks.
The third respondent purchased an apartment in the
Cairns Harbour Lights in 2005 and obtained registration
of the following domain names (the Domain Names):3
(a) cairnsharbourlights.com.au — 4 October 2006;
(b) harbourlightscairns.com.au — 4 October 2006;
(c) harbourlightscairns.com — 17 January 2007.
The third respondent then commenced operating a
business in letting apartments and later sold her business
to the first respondent (Liv).
The applicants applied to the Federal Court and
sought findings that the respondents, through the use of
the Domain Names and the letting business, had engaged
in trade mark infringement and misleading or deceptive
conduct. The respondents sought orders that the register
be rectified to remove the CHL Marks on numerous
grounds, but primarily on the basis that the applicants
were not the owners of the CHL Marks.
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Rectification of the registrar

Respondents attempts to show first use

Section 88 of the Trade Marks Act 1995 (Cth)
provides that a prescribed court may, on the application
of an aggrieved person, order that the register be
rectified by, inter alia, cancelling the registration of a
trade mark.
The respondents sought cancellation on the basis that
CHL was not the owner of the CHL Marks for various
real estate and accommodation letting services because
the third respondent first used the CHL Marks when her
website at the Domain Names went “live” and started
advertising three apartments for let. This was, according
to the respondents, before the first use of the CHL Marks
by the applicants hence the applicant was not the owner
of the mark pursuant to s 58 of the Trade Marks
Act 1995 (Cth).
The court noted that:4

The court then considered when the respondents first
used the CHL Marks. On 31 October 2006, the respondents’ website www.cairnsharbourlights.com.au went
live. The website advertised the apartments owned by
the third respondent. The third respondent’s apartment
purchase settled on 29 June 2007 and her business
commenced. However, the court concluded that the
marks used by the third respondent on her website were
“hlp harbour lights luxury apartments” with HLP in
large font and stated that:5

…where cancellation of the registration of a trade mark is
sought on the ground that the person registered as the
owner is not the owner, the party seeking cancellation must
prove that he or she or someone else used the trade mark in
Australia earlier than the registered owner did. The party
seeking cancellation must establish that the earlier use was:
(a) use of a trade mark identical or substantially identical to the trade mark sought to be registered;
(b) use as a trade mark;
(c) use in respect of goods or services of the same kind
or class; and
(d) at a time when there was actual trade, or an offer to
trade, in the goods or services bearing the mark, or,
at least, an existing intention to offer or supply the
goods or services in Australia.

CHL’s attempts to show first use
It is crucial, when establishing first use of a mark, to
establish that it is being used for the goods/services that
it is registered for. CHL submitted evidence that its first
use was in 2004, when it registered cairnsharbourlights.com.
However, prior to 2009 the website www.cairnsharbourlights
was only used for the sale of apartments, not the short
term lettering services for which the respondents sought
cancellation of the CHL Mark.
Additionally, the applicants’ evidence did not indicate
that the CHL Marks were used on the applicants’
website as a badge of origin, as opposed to being
descriptive of the complex, which was known as the
“Cairns Harbour Lights” or “Harbour Lights”.
Furthermore the applicants’ use of the CHL Marks in
media releases, advertisements or in email addresses
was not use as a trade mark in relation to the letting of
apartments. In summary the court found that CHL used
the CHL Marks as trade marks in relation to “commercial real estate agency services” prior to 21 January 2009
but did not use the CHL Marks as trade marks in respect
of any of the other Class 36 and Class 43 services prior
to that date.
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The positioning of “hlp” was such that it would be naturally
read in combination with “Harbour Lights Private Apartments”, rather than separately from those words. The letters
“hlp” were distinctive, including because of their size, and
were not a mere descriptor attached to “Harbour Lights”. In
my opinion, the mark “hlp Harbour Lights Private Apartments” is not substantially identical to “Harbour Lights” or
“Cairns Harbour Lights”.

Despite the failure of the third respondent to use the
CHL Marks on her website, the court found that her use
of the Domain Names, cairnsharbourlights.com.au and
harbourlightscairns.com.au to host the website were use
of the CHL Marks for various real estate services from
31 October 2006 onwards.
In Mantra Group v Tailly,6 Reeves J said that if a
domain name is linked to a website that contains
advertising material that promotes goods or services in
relation to which the trade mark is registered, this
combination could constitute use as a trade mark.7 In
Mantra Group v Tailly, Tailly leased apartments in the
“Circle on Cavill” complex from owners of the apartments and then sought to sub-let these apartments to
holidaymakers through a large number of websites
accessible at domains that were similar to, or deliberate
misspellings of, “Circle on Cavill”. Mantra succeeded in
obtaining findings that Tailly’s use of “Circle on Cavill”,
including as domain names infringed Mantra’s trade
mark registrations and that Tailly’s use was not use in
good faith intended to indicate the geographical location
of its apartments.
Here, the court found that the third respondent’s use
of the Domain Names to direct potential customers to
her website which advertised her services was use of the
Domain Names as a trade mark as she used the Domain
Names as a badge of origin to indicate a connection
between her business and the services it provided.
Furthermore the court noted that:8
In considering whether the domain names are substantially
identical to HARBOUR LIGHTS and CAIRNS HARBOUR
LIGHTS, the prefixes “www” and suffixes “.com” and
“.com.au” should be disregarded. The domain names are
each substantially identical to HARBOUR LIGHTS because
the word “Cairns” is merely a geographical reference, not
distinctive in its own right. One of the domain names is
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identical to CAIRNS HARBOUR LIGHTS when shorn of
the prefix and suffix. The rearrangement of the words in the
other two domain names to “harbourlightscairns” does not
substantially affect their identity. Therefore, I consider that
by the use of the domain names to resolve to her website,
Ms Bradnam used trade marks substantially identical to
HARBOUR LIGHTS and CAIRNS HARBOUR LIGHTS.

The court also found that the respondents’ use of the
registered business name Harbour Lights Property and
Sales was use as a trade mark and was substantially
identical to Harbour Lights and Cairns Harbour Lights
as the words “Property Management and Sales” were
purely descriptive of the services offered by “Harbour
Lights”.
In summary, the court found that prior to CHL’s
application to register the CHL Marks, neither of the
applicants used those marks or any substantially identical mark as trade marks in respect of such services other
than “commercial real estate agency services”, but that
the respondent did use trade marks substantially identical to the CHL Marks as trade marks from 31 October 2006 for letting services. Hence, CHL was not the
owner of the CHL Marks in respect of the letting
services provided by the respondents and could not
succeed on its trade mark claim.

Misleading or deceptive conduct
The applicants also alleged that the respondents
engaged in misconduct in order to lure customers who
are looking for and intending to book accommodation
with Accor (either specifically, or as the on-site manager
of the property) or a hotel in Cairns to websites owned
and operated by the respondents. The respondents provided a short-term apartment letting service, but not
services equivalent to a hotel such as on site check in.

Consumer confusion is not sufficient to find
misleading or deceptive conduct rather it is
whethertheconductitselfismisleadingordeceptive
The court noted that, while there was evidence of
confusion by guests, such evidence was not helpful in
deciding whether the misrepresentations alleged by
applicants had actually misled or deceived guests. A
finding of confusion is not essential for a finding of
contravention of s 18(1) of the Australian Consumer
Law (ACL) as mere confusion, without the consumer
being led into error and labouring under some erroneous
assumption, is insufficient to show that the conduct was
misleading or deceptive.
In particular the court noted that many of the applicants’ claims were based on the idea that Accor is the
only “official” letting agent for the Cairns Harbour
Lights complex. That was not the case. Accor was the
only on-site accommodation agent appointed by the
bodies corporate. Apart from the right to operate on site

218

and the right to use the registered trade marks as trade
marks, it had no more rights than any other letting agent
which represented any of the lot owners.

Misleading or deceptive conduct: representing
that one is booking a hotel room when one is
onlyprovidingservicedapartmentswithouton-site
management
While most of the applicants’ claims were unsuccessful, the applicants did succeed in relation to the claim
that one of the respondents — Liv Pty Ltd, had represented to potential guests looking for accommodation
that the guest was booking a hotel room, or was booking
a room with an on-site accommodation manager. This
was because, despite being a provider of serviced
apartments without on-site management, Liv had advertised on various hotel websites such as HotelClub.com.
Following expert evidence, the court concluded that
for accommodation to be called a “hotel”, generally the
minimum requirements would include on-site reception
and check-in. Those services were not provided by Liv.
The court found that ordinary viewers would expect the
accommodation listed on websites such as HotelClub.com
to be hotel accommodation unless there was an indication that it was not. Liv provided insufficient indications
to that effect. Therefore, Liv’s conduct in listing its
accommodation on HotelClub.com represented that a
guest was booking a hotel room and/or was booking a
room with an on-site accommodation manager. That
conduct was misleading or deceptive in contravention of
s 18(1) of the ACL. Whether or not any damages arose
remains a matter for further submissions.
This decision reinforces the importance of a client
actually using, or intending to use, a trade mark for all
the goods and services it is sought to be registered.
Failure to do that leaves a client vulnerable to an
application for removal in respect of a party that has
used an identical mark in respect of a particular good
and service before the trade mark owner has. Equally, in
respect of misleading and deceptive conduct, it is
important to precisely identify which representations are
made by a party’s conduct; as conduct as simple as
advertising serviced apartments on websites that predominantly offer hotel services, without an appropriate
disclaimer, may amount to misleading and deceptive
conduct.
Nicholas Smith
Barrister
Blackstone Chambers
smith@nicholassmith.com.au
www.nicholassmith.com.au
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Implementation issues with Australia’s new
data retention laws
Philip Catania and Rebecca Measday CORRS CHAMBERS WESTGARTH
Key points:
• Australia’s new data retention laws came into
effect on 13 October 2015. These laws require
telecommunications service providers (including
internet service providers (ISPs)) to retain certain
categories of data about the use of their services
for a 2 year period and to make that data available
to law enforcement bodies on request.
• A number of problems with the data retention
scheme have become apparent during the first few
weeks of operation.
• In general, there has been difficulty with industry
compliance with the new data retention scheme.
• The obligation to retain data applies to a broad
range of entities, including entities that do not
provide telecommunications or internet access
services as part of their core business.
• The new data retention laws are likely to add a
layer of complexity to the privacy compliance
obligations of certain entities, including smallscale ISPs and telecommunications service providers.
• Retained data must be encrypted; however, the
standard for this encryption is currently unclear.
This adds another layer of cost and complexity for
service providers in complying with their new
obligations.
• The next 18 months will reveal the overall costs of
the scheme and industry’s willingness, and ability,
to comply. The data retention regime will be
subject to formal review in 2017–18.
New laws requiring telecommunications service providers (including ISPs) to retain certain data about the
use of their services came into effect on 13 October 2015.1 The data retention laws, which have been
introduced “to allow law enforcement and intelligence
agencies to obtain telecommunications data in order to
safeguard national security, prevent and detect crime and
protect members of the public”,2 have been criticised
(including by industry bodies and consumer protection
groups) as being both costly to comply with and
problematic from a privacy perspective.
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This article considers a number of issues with the
implementation of the new data retention scheme which
have become apparent during the first few weeks of
operation.

Background to the new data retention laws
New Pt 5-1 to the Telecommunications (Interception
and Access) Act 1979 (Cth) (TIA Act) requires telecommunication service providers to retain certain data (known
as “metadata”) about communications sent via their
services for a minimum of 2 years and to make that data
available to Australian law enforcement bodies on request.
A range of penalties (including financial penalties) apply
to service providers who fail to retain data in accordance
with the requirements of Pt 5-1.3
In general, service providers are required to retain
data relating to the source, destination, time, date and
duration of communications sent via their services as
well as subscriber account information and information
about the location of equipment used to send communications.4 Service providers are not required to retain the
content of communications sent using their services.
The data retention scheme is administered by the
Communications Access Coordinator (the Coordinator)
in the Attorney-General’s Department.
The Bill to establish the data retention scheme was
tabled on 30 October 2014 by the then Minister for
Communications, Malcolm Turnbull. Despite creating
privacy concerns, the Bill progressed relatively quickly
through Parliament, with the final Act passing with
bi-partisan support on 26 March 2015.

Industry readiness
A survey of 63 service providers conducted by the
Communications Alliance prior to 13 October 2015,
found that only 16% of surveyed providers considered
themselves to be “ready” to retain and encrypt data in
accordance with the requirements of the TIA Act.5
The survey also revealed that over two thirds of
surveyed providers were not confident at all or only
somewhat confident that they actually understood what
is required of them under the data retention scheme.
In recognition that the data retention scheme imposes
significant burdens on industry, the TIA Act allows
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service providers to lodge data implementation plans
with the Coordinator. If a service provider’s implementation plan is approved, that provider will have up to 18
months (ie, until April 2017) to achieve progressive
compliance with its data retention obligations, in accordance with the approved plan.
The Coordinator has confirmed that of the 229 plans
submitted by service providers prior to 21 October 2015,
only 79 have been processed.6 This leaves a large
number of service providers in technical breach of their
data retention obligations given that the TIA Act requires
services providers to be either fully compliant with the
data retention scheme or have an approved data implementation plan in place by 13 October 2015. With this in
mind, the Attorney-General’s Department has publically
stated that the current focus of its department is on
“implementation rather than enforcement”.7

Costs of compliance
The telecommunications industry is currently unsure
which (if any) of their implementation costs will be
subsidised by or recoverable from the government. The
federal government has pledged $131 million in assistance to partially meet the up-front capital costs of
service providers under the data retention scheme however it is unclear how this funding will be allocated
among providers, with grants not expected to be provided until early 2016.8
Industry representatives, including Internet Australia’s chief executive, Laurie Patton, have expressed
concerns that the proposed funding falls short of what is
needed to subsidise the implementation costs for industry.9 According to the Communications Alliance survey,
58% of providers estimated their one-off set up costs to
be between $10,000 and $250,000, with 24% estimating
their costs would be over $1 million.10 Industry spokespersons have raised concerns that the overall costs of
complying with the new data retention laws may make
the operations of smaller service providers (particularly
ISPs) commercially unviable.

Broad scope of the new laws
The obligation to retain data under the TIA Act
applies to a broad range of entities. While the TIA Act
does contain a number of general exemptions from the
requirement to comply with the data retention obligations, in practice these exemptions are likely to apply on
a very narrow basis.
Data retention obligations apply to carriers, carriage
service providers and ISPs who own or operate infrastructure in Australia that enables the provision of
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telecommunications services.11 The definitions of “carriage service provider” and “ISP” under Australian
telecommunications law are quite complex and are
reasonably broad in scope.
The result is that the new data retention obligations
under the TIA Act are likely to apply to a range of
entities that may not provide telecommunications or
internet access services as part of their core businesses.
For example, some Australian universities may fall
within the definitions of “carriage service provider” and
“ISP” as they provide telecommunications services (including internet network access) to a range of entities located
on their campuses. While Parliament originally considered whether universities should be excluded from the
scope of the data retention scheme, a blanket exemption
was not included in the form of the scheme as ultimately
passed into law.
As a result, universities who may have data retention
obligations under the TIA Act must decide whether to
comply with these obligations (and incur the associated
expenses) or apply to the Coordinator for a formal
exemption from the requirement to comply.
Other entities that provide telecommunications and
internet access services as an ancillary function to their
core business will also be required to consider whether
they are obligated to retain data under the TIA Act and,
if so, whether they need to seek an exemption.

Complex privacy obligations
The new data retention laws are likely to add a layer
of complexity to the privacy compliance obligations of
certain entities.
New s 187LA of the TIA Act requires service
providers to collect and retain metadata in accordance
with the Privacy Act 1988 (Cth) (Privacy Act). The TIA
Act deems any data that relates to:
• an individual; or
• a communication in which an individual is a party,
which is held under Pt 5–1 of the TIA Act to be
“personal information,” and therefore subject to the
requirements of the Privacy Act.12
For many service providers, the requirement to comply with the Privacy Act with respect to metadata will
not change the scope of their privacy compliance obligations. However, the requirement to comply with the
Privacy Act in respect of metadata may create additional
compliance obligations for small-scale telecommunications service providers.
Small businesses (including telecommunications service providers) with an annual turnover of $3 million or
less are generally exempt from the obligation to comply
with the Privacy Act. However, under the new data
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retention laws, this exemption will not apply to small
businesses in relation to any data that they are required
to retain under the TIA Act.
This means that small-scale telecommunications providers (who have previously been exempt from compliance with the Privacy Act) will need to ensure that they
have processes and procedures in place to ensure that
they are able to fully comply with the Privacy Act with
respect to retained metadata.
In order to ensure privacy compliance, a small-scale
telecommunications service provider will now be required
to, among other things:
• develop a privacy policy which sets out information about its handling of metadata;
• provide certain notifications to individuals at or
around the time that metadata is collected; and
• subject to certain exceptions, provide individuals
with access to the metadata that the service provider holds about them.
The additional regulatory burdens involved in complying with the Privacy Act will increase the costs of
compliance with data retention laws for small-scale
providers.
Importantly, under the Privacy Act, small-scale telecommunications service providers may also be liable for
the misuse of any metadata which is transferred outside
of Australia. This may affect the ability of small-scale
providers to take advantage of less expensive data
storage solutions offshore, again increasing the cost of
data retention compliance.
The data retention laws also create complicated
privacy scenarios for entities, such as universities, whose
general handling of personal information is governed by
state-based privacy legislation, such as the Privacy and
Data Protection Act 2014 (Vic). As a result of new
Pt 5–1 to the TIA Act, such entities will be required to
comply with:

The choice of the most appropriate information security
and encryption measures will depend upon a range of
factors, including the nature and configuration of a service
provider’s systems and the volume and sensitivity stored in
each particular system.

According to the Coordinator, service providers can
meet their encryption obligations in one of two ways:14
• by creating a stand-alone data store that is encrypted
and protected which contains the necessary metadata
while leaving general operational systems unchanged;
or
• by expanding operational systems to meet the
required data capture and storage requirements
under the TIA Act and ensuring those systems are
encrypted and protected.
The uncertainty around encryption, and the requirement for providers to either implement new systems to
retain data or encrypt existing operational systems adds
another layer of cost and complexity for service providers in complying with their new obligations.

Conclusion
It is clear that there are a number of implementation
issues with Australia’s new data retention scheme. The
next 18 months will reveal the overall cost of the
scheme, industry’s willingness, and ability, to comply
and the benefits for law enforcement. The data retention
regime will be subject to formal review by the Parliamentary Joint Committee on Intelligence and Security in
2017–2018.
Philip Catania
Partner
Corrs Chambers Westgarth
philip.catania@corrs.com.au

Rebecca Measday
Associate
Corrs Chambers Westgarth
rebecca.measday@corrs.com.au

• the applicable state-based legislation with respect
to their general handling of personal information;
and
• the Privacy Act with respect to metadata retained
in accordance with the TIA Act.
Again, this is likely to increase the costs and complexity of compliance with the data retention laws for
certain entities.
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Encryption
The TIA Act requires service providers to protect the
confidentiality of retained data by encrypting that data
and protecting it from unauthorised interference or
unauthorised access. The legislation does not specify a
standard for this encryption and the Coordinator has
stated that:13
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Cyber threats and intellectual property
Olivia Lamberg, Daniel Forrest and Julian Lincoln HERBERT SMITH FREEHILLS
Key takeaways
• The Australian Cyber Security Centre (ACSC) has
released its first unclassified Threat Report.
• The US and China agreed not to conduct statesponsored cyber espionage.
• Theft of businesses’ intellectual property (IP) can
have a catastrophic impact on the profitability and
overall viability of a company.
• Organisations are reporting losses of US$500
billion globally to cyber-crime.1

Introduction
Cybersecurity has garnered significant media attention in recent times due to a number of high profile
hacking incidents. On 25 September 2015, the US and
China took an unprecedented step to reduce tensions on
this issue by officially agreeing to not conduct statesponsored cyber theft of commercial secrets. In related
news, the Australian Cyber Security Centre (ACSC)
recently released its first unclassified “Threat Report”
which draws further attention to the unrelenting cyber
threat facing Australian (governmental and private sector) organisations today.
This article specifically examines cyber security from
a protection of business’ trade secrets and intellectual
property (IP) perspective. Recent examples of IP theft
both in Australia and abroad highlight the economic and
reputational cost to a business which fails to adequately
protect itself from cyber intrusions.

The ACSC Threat Report
The ACSC was established in November 2011 as an
Australian Government initiative and has the aim of
ensuring that Australian networks are among the most
difficult in the world to breach. The Threat Report
provides a snap shot of the very real threat cybercrime
poses to the Australian economy. The document breaks
down the technological jargon to explain the various
categories of cybercrime and how the threats manifest.
The report also outlines the ways in which cyber
adversaries breach data security and provides details of
four urgent alerts issued by the ACSC in 2014.

Cyber-attacks and the threat to IP
Despite a number of high profile attacks aimed at
appropriating the IP of many well-known organisations,
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there has been little media attention directed to the theft
of IP by cyber criminals. The focus to this point has
largely been directed towards protection of personal
information.
The ACSC draws attention to the issue from the
outset of its report. There are repeated references to the
vulnerability of an organisation’s IP and the hackers’
abilities to obtain commercially sensitive information.2

Industrial espionage in the digital age
Industrial espionage has been widespread since the
late 18th and early 19th centuries. Industrial espionage
involves stealing trade secrets and IP for commercial
benefit. For example, details of the spinning frame that
transformed textile production in England were illicitly
obtained by Samuel Slater, an American spy. Upon his
return to the US he set up the first water-powered textile
mill based on the stolen British technology.3
Industrial espionage campaigns aimed at appropriating mechanical and scientific innovations from Europe
facilitated the US emergence as the world’s industrial
leader.4 Fast-forward to 2015 and developing countries
such as China are employing similar industrial espionage tactics in cyberspace.

IP theft: the cost to business
“Today we see pretty much any company that has
valuable intellectual property or trade secrets of any
kind being pilfered continually, all day long, every day,
relentlessly”5
— Dimitri Alpervotich, Vice President of Threat
Research at McAfee

Trade secrets
Many businesses gain significant commercial advantage over their competitors through the use of trade
secrets, business processes and IP. The transition into the
digital age has led to a world where the highest value
assets are often intangible and thus easy to copy and
transfer digitally over inter-connected networks. Industrial espionage has consequently taken on a new dimension and cyber-attackers are now routinely employed to
steal another business’ IP. These attacks can be mounted
from any location across the globe, increasing companies’ risk exposure. A company’s most valuable secrets
can now be accessed by a sophisticated hacker from
their own living room.
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Hacking also occurs on an industrial scale, with more
and more frequent reports of highly organised (statesponsored) hacking attacks.

Cost of IP theft
The loss of competitive advantage caused by stolen
technology can significantly impact share prices and in
some cases the overall viability of the business. Cybercrime such as obtaining personal details of customers or
employees is typically motivated by instant financial pay
off, the cost of which can also be felt by a company
instantly. In contrast, the impact of the theft of trade
secrets often has more severe long term consequences
for business.
Steven Cross, Chairman of Aon Global Risk Consulting, has repeatedly drawn shareholders’ attention to the
risk of IP theft. He explains that shareholders need to
pay attention to the vulnerabilities facing companies
when considering stock to trade in and that shareholders
should strongly support spending on cyber risk mitigation.6

High profile examples of cyber theft of IP
Operation Aurora
In January 2010, Google commenced discussions
relating to Operation Aurora. This was the name given to
a concentrated series of cyber-attacks aimed at stealing
source code of a wide range of US corporations in the
finance, technology, media and chemical sectors. According to security specialists, prior to the hack very little
attention was paid to securing source code in contrast to
financial or personally identifiable data.7 As source code
is a company’s virtual DNA it is extremely important to
build strong perimeters around it to protect from cyberattack.

Codan hack
Codan, an Australian communications, metal detection and mining technology firm was left devastated by
a Chinese cyber intrusion. In 2011, the company began
to realise there was a problem when it began to receive
counterfeit metal detectors stamped with the Codan
logo. They discovered that a Codan employee’s laptop
had been hacked when he used a wi-fi network at a hotel
in China. The hacker obtained the company’s blueprints
and sold them to a Chinese manufacturing chain who
counterfeited Codan’s metal detectors. As a result of the
hack, Codan was forced to slash the price of its gold
detectors from around $4500 to around $2500 to compete with the counterfeiters. The company’s net profit
reportedly fell to $9.2 million AUD in the year to
30 June 2014 from $45 million a year earlier as a result.8
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Current context
Governments and corporations worldwide are beginning to comprehend the extent of the cyber-threat facing
their IP.
The agreement between the US and China to not
conduct cyber espionage has already been purportedly
acted upon. In early October 2015, US intelligence and
law enforcement agencies drew up a list of Chinese
hackers that they wanted China to arrest. The Chinese
government acted on this request and arrested citizens
accused of carrying out espionage including those accused
of conducting state-sponsored hacking for the previous
Chinese regime.9 Brian Krebs, a world expert on cybersecurity, has identified at least one other incident when
US government cybercrime investigators convinced Chinese authorities to take such action prior to the no cyber
espionage agreement.10
It will be interesting to see whether the US-China
agreement leads to any material or any sustained decline
in the number or sophistication of cyber-attacks.

Practical guidance
The Threat Report highlights the importance of
educating staff, and using up-to-date antivirus software.
Disturbingly, at least 85% of the targeted cyber intrusions that the Australian Signals Directorate (ASD)
responds to could be prevented by following the top four
mitigation strategies listed in their Strategies to Mitigate
Targeted Cyber Intrusions where organisations are advised
to:
1) use application whitelisting to help prevent malicious software and unapproved programs from
running;
2) patch applications such as Java, PDF viewers,
Flash, web browsers and Microsoft Office;
3) patch operating system vulnerabilities; and
4) restrict administrative privileges to operating systems and applications based on user duties.
Clive Lines of the ACSC urges readers of the Threat
Report to act. “If every Australian organisation read [the
Threat Report] and acted to improve their security
posture, we would see a far more informed and secure
Australian internet presence”.11
Olivia Lamberg
Graduate
Herbert Smith Freehills
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Rights for screen authors
Writers and Directors Worldwide: Beijing 2015
Congress
Sabiene Heindl SWH LEGAL AND BUSINESS CONSULTING
The Writers and Directors Worldwide (WDW) congressed
in Beijing, China in November 2015 welcoming authors
from all corners of the world including Australia to
officially launch the campaign “What If Screenrights &
Directors Were Fairly Remunerated?”. It was the first
time that WDW had met in the Asia Pacific, demonstrating its growing commitment to strengthening authors’
copyright in the region.
WDW is a Council of CISAC, the International
Confederation of Societies of Authors and Composers1
which boasts 230 members from 120 countries representing 4 million creators. In short, it is the “umbrella
organisation that provides a cooperation, networking
and support forum for dramatic, literary and audiovisual creators in all regions of the world.”2
This article outlines the nature of the Beijing WDW
Congress and the call for authors’ rights in China and
beyond.

Introduction
“Without an original script there is no film.
Without a director there is no film.”
— Gadi Oron, Director-General CISAC3
Described as a significant milestone for WDW, Gadi
Oron, the Director-General of CISAC welcomed delegates from four continents, including the Australian
directors’ and writers’ organizations4 to the inaugural
meeting of WDW in the Asia Pacific. China was
described as having one of the world’s leading screen
industries, with the influence of its writers and directors
going beyond Chinese borders. Audio-visual was acknowledged as a sector with massive potential in China
(36.15% increase in box office revenues in 2014) that
served the local market (with 3,000+ television stations)
and increasingly the global market through digital distribution.
In recent years, WDW had been encouraged by
Chinese Government moves to strengthen copyright
laws, including the signing of the WIPO Performers’
Rights Treaty in June 2012 which represented a major
benchmark for the audio-visual sector. The Chinese
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Government were taking significant steps to amend
copyright laws and adopt an approach that took into
account the interests of creators. The proposed Chinese
copyright amendments, discussed below, were expected
to significantly improve the rights of remuneration for
audio-visual creators.

Authors’ rights and collective management
CISAC’s Global Collections Report 2014 released in
October 2015 showed a return to growth for 2014 with
royalties increasing by 2.8% to €7.9 billion collected on
behalf of creators. For audio-visual creators, the second
largest repertoire, €499 million was collected in 2014
representing a 5.2% growth. However, this was dwarfed
by €6.9 billion for music.5 The reasons were due to the
lack of harmonised rights (who is recognised as an
author, which rights are granted to authors and can these
rights be assigned?) and the structural level of collective
management for the audio-visual sector.
WDW advocates for stronger rights for creators that
are inalienable. Oron’s view was that what is needed is
an internationally harmonised, right of fair remuneration
which is unassignable. Collective management is essential because it ensures strength in authors’ negotiating
positions, particularly against the power of producers,
broadcasters and digital platforms.
In the digital sector, internationally there had been
growth of 20% in 2014 for the use of online content.
However, collections from digital services accounted for
only 6.5% of the global royalties around the world.
Described as “alarming”, 99% of those come from
music repertoire with less than 1% for audio-visual
content.6 The solution proposed was to enforce stronger
rights and a stronger network of collection for authors.

Fair remuneration for authors
In Beijing, Yves Nilly, President of WDW launched
the joint WDW campaign “What If Screenrights &
Directors Were Fairly Remunerated?” to introduce an
unassignable, unwaivable right to remuneration for screenwriters and directors worldwide. It aims to be a positive
campaign with zero blame, that will educate readers on
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the threat to authors’ livelihoods and demonstrate the
contribution that authors make both culturally and economically. The campaign for authors focuses on key
planks of respect and cultural diversity.
Within this context, Delyth Thomas, Vice-Chair of
Directors UK asked the question “what is fair remuneration” and how did authors work it out and who determined it? Big corporates and producers had historically
defined it for audio-visual creators. Directors UK recently
undertook a study to determine what fair was, particularly in circumstances where a television program or
film achieved global success. Directors UK currently
negotiated two tiers of remuneration with its industry
agreement with broadcasters incorporating up-front fees
and residuals.7 Directors UK had commissioned an
independent valuation consultancy to look at the legal
position, economic theory and evidence on how courts
value copyright, together with comparisons in other
territories. The suggested royalty rate for directors was
recommended at between 3%-5%, substantially above
the industry standard of 1%. The new fee negotiated on
the back of this evidence for UK directors represented a
60% increase over the previous 3 year agreement.

The copyright landscape in China
In China, the Copyright Law protects the moral rights
of writers and directors; however, copyright in the film
is owned by the producer of the film. The writers and
directors only have the remuneration negotiated through
contracts. Indeed, copyright legislation was only introduced into China in1990 and based on the common law
system. However, 20 years on it was recognised that
there was growing concern about authors’ rights and the
need for a clearer manifestation of their rights.
The key challenges for audio-visual creators in China
are online infringement and lack of fair remuneration to
creators.8 The state of collective management was also
described as needing reform9 as essential for ensuring
that authors were properly remunerated and the streamlining of the collection and distribution of royalties.10
The lack of remuneration for creators is based on the fact
that:
1. Audio-visual works are protected as cinematographic works and copyright is owned by the
producer. Creators only receive remuneration through
contractual arrangements.
2. Audio-visual creators have a substantial lack of
bargaining power and therefore often agree to
single limited up-front payments only without
ongoing royalty income streams.
Mr Wang Ziqiang, Department for Policy and Regulation, National Copyright Administration of China discussed the draft revision for copyright that applied to
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films, namely as audio-visual works and the extension of
the term of copyright to the life of the author plus 50
years. It will recognise that films are derivate works
from novels, scripts and so on. Therefore, there will be
a need to obtain permission from the authors of these
works prior to making the film. Directors and writers
will be given improved rights, including ownership of
copyright in the films and improved moral rights. There
is also a proposed article which will strengthen copyright protection in the online environment.11 CISAC is
also actively pushing for a standard industry agreement
where creators enjoy the right to share a minimum
percentage of royalties for secondary use.12

The copyright landscape in Australia
Representatives of Australian and New Zealand authors
also attended the WDW Congress. They noted that
opposition to directors’ copyright has been entrenched in
the common law system and through years of industry
practice where producers control all rights. Stephen
Wallace, Chair of ASDACS commented:13
Industry practice and the lack of bargaining power of
Australian directors has meant that directors’ rights are
simply ignored. This is justified as conducive to business
whereas in reality it is exploitative and a denial of rights.
Producers recognise the rights of music composers, so why
do they persist in denying directors their fundamental
rights? Directors are authors too.

Australian screenwriters also have an uphill battle in
retaining their rights and fair remuneration for the
ongoing exploitation of their work, despite having copyright in the scripts they create. This is because they face
rapidly evolving and complex international distribution
models and often unnecessarily aggressive and unbalanced contracting practices. Unlike legal systems in
much of Europe (including the United Kingdom) and
South America, writers and directors in Australia do not
have any economic ownership of copyright in the film
itself, despite the law being clear about their equal moral
rights in the work alongside the producers.
In an era when digital technologies are changing the
face of creation and distribution in the screen industry
worldwide, writers and directors in Australia and New
Zealand argued that it was essential to have a seat at the
table through an inalienable right of remuneration for
the ongoing exploitation of their films through copyright
ownership.

Conclusion
“As I travel the world, I find it very gratifying to be exposed
to the wonderful wealth of talent that is out there—
especially from younger generations—and I am constantly
reminded of creators’ overwhelming expectation to be
treated with respect and receive fair remuneration for any
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use of their works. We creators stand behind our societies
as they adapt to new market conditions, and new challenges, to further grow their collections.”
— CISAC President Jean-Michel Jarre14

Authors’ rights will continue to feature on the worldwide stage of copyright issues, particularly with the
launch of the new campaign by WDW “What If Screenrights
& Directors Were Fairly Remunerated?” to introduce an
unassignable, unwaivable right to remuneration for screenwriters and directors worldwide. The steps being taken
by the Chinese Government to embrace copyright for
authors is a welcome step in the international fight for
fair remuneration for authors of screen content.
Sadly, the reality is that if remuneration rights are not
set out clearly in national copyright laws then authors’
rights will continue to be trampled, as is the case in
Australia.
Sabiene Heindl
Executive Director
SWH Legal and Business Consulting
Sabiene_Heindl@outlook.com
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Instant, global and permanent: Twitter,
publication and privacy in Australia
Tammy Robinson BANKI HADDOCK FIORA
Key points
• Twitter offers an exciting platform for individuals and companies to get their message across
— in 140 characters or less.
• Twitter should not be regarded as any different
from any other public statement.
• Furthermore, Twitter is in writing and the
combination of unqualified brevity, instantaneity and huge reach makes it extremely dangerous for the careless or thoughtless.
Twitter is now a major micro blogging network and a
growing medium for information dissemination. Ten
years old next year, Twitter currently boasts 316 million
monthly active users, broadcasting (and rebroadcasting
or “retweeting”) more than 500 million individual tweets
on any given day.1 In Australia, more than 2.9 million
Twitter accounts are used for both social and business
use.2 The rise and rise of Twitter and its legal implications have been demonstrated in two recent cases.
Twitter is no longer just transitory: for those who wish to
pay for it, social media data company, Gnip, offers a
product that allows instant and complete access to every
historical public tweet.3 This means that every tweet
ever published is permanent and searchable, creating a
trap for the unwary, the unprepared or the reckless.

Scott McIntyre and the Anzac Day tweets
On Anzac Day this year, the now ex-SBS journalist,
Scott McIntyre chose Twitter to voice his opinions about
the commemoration of Anzac Day in a series of tweets
that most will now be familiar with, including “Wonder
if the poorly-read, largely white, nationalist drinkers and
gamblers pause today to consider the horror that all
mankind suffered.” and “Remembering the summary
execution, widespread rape and theft committed by these
‘brave’ Anzacs in Egypt, Palestine and Japan.”
The following day, McIntyre’s employer, SBS, terminated his employment with immediate effect because
the broadcaster considered McIntyre’s “highly inappropriate and disrespectful” tweets to be in breach of the
organisation’s code of conduct and social media policy.4
SBS’s Social Media Protocol states: “while SBS employ-
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ees have the right to make public comment … in their
personal capacity, it is important to ensure that SBS is
not brought into disrepute”.5 The protocol also makes it
clear that strict standards apply to employees who have
a high public profile including sports journalists and
even for those who do not have a public profile, but
identify themselves as being associated with SBS, “stricter
standards will apply”.6 At the time of the Anzac Day
tweets, McIntyre identified himself as an SBS journalist
on his Twitter account, but should his personal views
expressed in the tweets result in him losing his job?
We have witnessed Twitter disrupt the distinction
between employees’ work and private lives, which has
required employers to find a balance between private
conduct and conduct which can and should be covered
by a social media policy. However, Macquarie University Associate Professor Louise Thornwaite recently
observed that there has been “very little consideration
given to date” on whether employers’ social media
policies “interfered with employees’ privacy and freedom of expression expectations.”7
Whether or not there is an unfettered implied right of
political expression in Australia was considered by the
Federal Circuit Court (the court) in 2013 in Banerji
v Bowles (acting Secretary, Dept of Immigration and
Citizenship).8 The court found that there was not and
dismissed an application made by an employee of the
Department of Immigration and Citizenship (as it was
known then) who sought a declaration that any finding
that she had breached her employer’s code of conduct
for tweeting her political opinions would breach her
implied constitutional rights.9 In considering the interlocutory application, Neville J held that the employee’s
political tweets were not constitutionally protected while
she remained employed by the Department and was
subject to the Department code of conduct and social
media guidelines.10
McIntyre has lodged a discrimination claim with the
Fair Work Commission (FWC) under s 351 of the Fair
Work Act 2009 (Cth) (Fair Work Act), which prohibits
an employer from taking adverse action against an
employee (for example, dismissing that employee) because
of, among other things, that employee’s political opinion. It will be interesting to see whether the FWC’s
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interpretation of the general protections in the Fair Work
Act provide any protection for employees, such as
McIntyre, to maintain a personal and political identity
distinct from any obligation to act in accordance with
their employer’s interests.

Twitter abuse
Just as Twitter provided an instant and global means
for McIntyre to share his thoughts on Anzac Day, Twitter
also served as the perfect platform to amplify the
reaction. While some users later tweeted their criticism
of SBS’s decision to dismiss McIntyre, many immediately condemned his comments, including then Minister
for Communications, Malcolm Turnbull who tweeted
that he found McIntyre’s comments “despicable”.11
Other tweets contained personal insults about McIntyre
while some users promoted the use of violence against
him.12
Twitter has recently introduced a new system for
reporting harassment after facing criticism for failing to
effectively address the fact that 88% of online abuse was
found to occur on its site, with only a fraction of online
abuse occurring on Facebook or other social media.13 In
response, Twitter released tools that allow users to mute,
block and report content and other users, including
introducing shared block lists so users can create and
block lists of people who are harassing them and then
share their list with other users.14 By taking these steps,
Twitter has had to find the balance between protecting
users’ freedom of speech and addressing the problem of
trolling.15
Trolling — when an anonymous person posts inflammatory or abusive messages online with the intent of
provoking or intimidating readers — is often made
possible by the use of anonymous Twitter accounts.
Anonymity can remove a user’s sense of responsibility
for the content of their tweets and creates a vehicle for
careless, reckless or even abusive comments to be made
very public, like in the recent example of the @RealMark
Latham Twitter account, which was trolling high profile
Australian women (including Australian of the year,
Rosie Batty). The news website BuzzFeed successfully
linked the Twitter account with Mark Latham’s personal
email address suggesting that the unverified account —
a blue verified badge denotes an account in which
Twitter has verified the authenticity of the individual —
did in fact belong to the former leader of the Australian
Labor Party, Mark Latham.16

Lessons from the Hockey case
Another politician featured in a highly publicised
Twitter-related case recently. Former Federal Treasurer,
Joe Hockey, was awarded a total of $200,000 in dam-

internet law bulletin

December 2015

ages after partly succeeding in defamation proceedings
he brought against three Fairfax companies. The Federal
Court rejected Hockey’s case in respect of a number of
articles published online and in print but found that two
tweets (and a Sydney Morning Herald poster consisting
of the same wording) published by The Age containing
the words, “Treasurer For Sale” and “Treasurer Hockey
For Sale” were defamatory.17
It was found that the content of the articles was not
defamatory in the full context, which meant that Fairfax
was held liable for the promotion (via Twitter) of the
headlines of the articles, rather than the story itself. The
three or four defamatory words used in the tweets were
brief and lacked the context of the long-form stories. It
is this condensed context and brevity, necessarily constrained by Twitter’s 140 character limitation, which
heightens the risk of defamation. Twitter’s capacity to
instantly disseminate information to a global audience
also has the potential to increase the damages awards in
defamation cases — as we saw in the Hockey case when
the court awarded damages of $80,000 for the two
defamatory tweets.
Despite the increasing number of defamation cases
involving social media, the liability of social media
platforms like Twitter is not settled.18 In a paper delivered at the March 2015 NSW State Legal Conference,
Judge Judith Gibson noted that the uniform defamation
legislation “drafted at a time when even the internet’s
possibilities were only beginning to be understood, is
struggling to maintain the necessary tension between
freedom of speech and protection of reputation.”19

Conclusion
The promotion of freedom of speech may be Twitter’s mission statement, but what these recent cases
demonstrate is that free speech is limited by what the
law permits and defamation and employment law are not
the only areas of law to impact Twitter. Copyright law,
for example, poses serious challenges for Twitter. In its
latest Transparency Report, Twitter reports that it received
a total of 18,490 copyright take-down notices between
1 January 2015 and 30 June 2015, representing an 11%
increase since its last report.20 Twitter abuse and harassment has also led to a number of criminal cases
overseas, including in Britain, where two Twitter users
were sentenced to jail in 2014 for subjecting a feminist
writer to abuse on the platform.21 The instant, global and
permanent nature of Twitter raises complex legal issues
that will continue to be relevant as this increasingly
influential form of social media grows.
Note: Since the author wrote this article, Scott
McIntyre has abandoned his general protections application under s 351 and has been permitted to lodge an
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EU Facebook decision threatens data transfers
Brendan Scott OPEN SOURCE LAW
Key points:
• Companies can no longer rely on the Safe Harbour
scheme to export data from the EU to the US.
• Companies should be seeking “unambiguous” consent from EU citizens to the transfer of data to the
US.
• The EU has set a deadline of January 2016 for the
negotiation of an alternative scheme with the US,
failing which coordinated enforcement actions
may occur.

Summary
A decision by the European Court of Justice in
September 2015 invalidating an earlier decision of the
European Commission has caused havoc for countries
with an online presence in Europe, but a data presence in
the United States. The ruling most likely means that
companies must put in place their own measures to
safeguard the privacy rights of EU citizens but, taken at
its worst, could mean that companies cannot export
personal data from the EU to the US.

Legal context
The case has its origin with the EU’s Data Protection
Directive (95/46/EC) (the Directive). Article 25 of the
Directive prohibits the transfer of data to a country
unless that third country provides an “adequate level of
protection” for the data. Article 26 of the Directive
(discussed below) provides certain exceptions to the
prohibition in Art 25. While the general law in the US
does contain a variety of rights which protect the privacy
of individuals, those rights do not cover all of the aspects
that the Directive requires to be covered in order to meet
the adequate level of protection requirement. At the time
many companies wanted to have European operations
which processed data in the US. The Directive would
have prohibited the transport of data to the US.
In the late 90s, following the issue of the Directive,
the European Commission set up a working party to
examine the adequacy of privacy protections in the US.
In response, the US worked towards establishing a
scheme to achieve compliance with the Directive’s
requirements. That scheme, the “Safe Harbour” scheme
found its final expression (in July 2000) in a number of
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principles issued by the US Federal Trade Commission
(the US FTC). The Safe Harbour scheme is a voluntary
scheme, albeit administered by the US FTC. US companies can elect to be covered by a number of principles
and, if they do so elect, are bound to comply with them.
This allowed US companies to “opt in” to a privacy
protection regime without applying such a regime to all
companies in the US.
Shortly after the Safe Harbour scheme was finalised,
the European Commission issued a decision (Decision
2000/520/EC) finding that the scheme met the Directive’s requirements. This permitted those companies
covered by the scheme to export data from the EU for
processing in the US. The Commission’s decision stood
for many years until the unveiling, by Edward Snowden
in mid-2013, of the mass surveillance that was being
conducted by the US government. That disclosure catalysed
an existing complaint against Facebook, transforming it
into a major decision.

Initial complaints
A few years earlier, Max Schrems, an Austrian
citizen, Facebook user and student studying a semester
of law at the University of Santa Clara heard a guest
lecture by one of Facebook’s attorneys. Mr Schrems felt
that the attorney’s understanding of European privacy
law was inadequate and decided to analyse Facebook’s
privacy practices as his thesis. He amassed a wealth of
information critical of Facebook’s treatment of personal
information including a copy of Facebook’s dossier on
him. He released this information (redacted) online
under the banner of an activist group Europe v Facebook.
Since Facebook is headquartered (apparently for tax
reasons) in Ireland, an EU member country, it is subject
to the Directive. Mr Schrems lodged complaints about
Facebook to the Irish Data Protection Commissioner
(DPC) which, partly as a result of Mr Schrems’ complaints and partly due to the publicity at the time,
conducted an investigation into Facebook’s privacy
practices. The DPC made some findings in late 2011 to
the effect that Facebook’s behaviour could be improved,
but there was nothing fundamentally wrong. The report
did not deal with the issue of transborder data flows in
any detail, although it does observe that Facebook’s data
transfers were in accordance with the Safe Harbour
scheme.
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Referral to the European Court of Justice
In 2013, Mr Schrems made further complaints to the
DPC arguing, in light of the Snowden revelations, that
the routine access to personal information by US law
enforcement meant that the Safe Harbour scheme did
not meet the adequacy requirements of the Directive.
The DPC considered itself bound by the earlier decision
of the Commission (2000/520/EC) and declined to
process the complaint further. Mr Schrems applied to the
Irish High Court for a review of the DPC’s decision. The
Irish Court referred the issue of precedence to the
European Court of Justice.1
Around the same time, the European Commission
adopted two communications to the European Parliament: Rebuilding Trust in EU-US Data Flows and On
the Functioning of the Safe Harbour from the Perspective of EU Citizens and Companies Established in the
EU.2 These communications were critical of the surveillance carried out by US law enforcement and indicated
that there was a substantial lack of compliance with the
Safe Harbour requirements by Safe Harbour certified
companies.
The European Court of Justice ruled that decisions,
such as the Commission’s Decision 2000/520/EC, do not
prevent member states from investigating whether a
person’s rights have been infringed as a result of a
transfer of data to another country if the person has put
in issue the adequacy of that country’s protection of
personal information. It also ruled that the Commission’s Decision 2000/520/EC was invalid. Therefore,
Art 25 of the Directive requires EU member states to
prevent the transfer of data to the US except where it
falls under an exception under Art 26.
In deciding that Decision 2000/520/EC was invalid
the court had regard to the manner in which surveillance
was being carried out by the US (informed by the two
communications listed above). In particular, while the
Directive permits access to data by law enforcement
authorities based on necessity, the current US practice is
carried out arbitrarily and as a matter of routine. The
surveillance is not judged against any objective, nor are
there limiting purposes on the access to data. Individual
EU citizens have no remedy available to them in the
event that their privacy rights are breached (eg, they are
denied access to the data held on them or their data is not
rectified). This lack of remedy arises partly because, as
a matter of practice, an EU citizen will have difficulty
suing when an infringement of their rights occurs in the
US and partly because some infringements of their
rights (eg, by the US State itself) are not actionable at
all.

requires member states to stop the transfer of data to the
US. On 16 October, an EU privacy related working
party3 issued a communication stating that, given the
court’s decision, data transfers taking place on the basis
of the Safe Harbour scheme were unlawful. The working
party has set a deadline of January 2016 to find an
“appropriate solution” with US authorities, failing which
they foreshadow coordinated enforcement actions by
data protection authorities in EU member states.
While the Safe Harbour scheme can no longer be
relied upon, Art 26 provides that, even if the US does not
have an adequate level of protection, a transfer can still
take place if one of six exceptions is met. The most
relevant of these exceptions is the first — that the data
subject has given “consent unambiguously” to the proposed transfer.
Article 26 permits member states to authorise transfers for a specific person who controls data if that person
can adduce evidence of safeguards protecting the privacy of individuals. Those safeguards may be contractual clauses and, indeed, there are “model contracts”
available to address the protection of private data. That
said, given that a key factor in the court’s decision was
the surveillance carried out by the US government —
which companies cannot opt out of — any contractual
promises given by a company will be subject to the same
criticism that the Safe Harbour scheme was. Unless a
political solution can be reached, any pathway to compliance with adequacy requirements will likely be undermined by the conduct of US surveillance. It is likely that
reliance on the consent exception in Art 26 will emerge
as the only viable basis for the export of data from the
EU to the US.
Brendan Scott
Open Source Law
www.opensourcelaw.biz
lists@opensourcelaw.biz
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Consequences
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Duffy v Google: the latest chapter in the Google
defamation story
Eli Fisher BANKI HADDOCK FIORA
Takeaways
• Google Inc has been found liable as a secondary
publisher of defamatory content, where its search
engine provides links to, and snippets of, web
pages that host defamatory content.
• Google Inc has been found liable as a secondary
publisher of defamatory content where its autocomplete
facility or its Related Search function suggest
defamatory completions to the search terms entered.
• Practitioners seeking guidance as to the notification process, when making or receiving complaints to online secondary publishers, should find
assistance in Blue J’s judgment.

Introduction
On 27 October 2015, Blue J of the South Australian
Supreme Court handed down his 144 page judgment in
Duffy v Google Inc,1 representing the latest and perhaps
most significant chapter in the story about Google’s
liability for defamation in Australia. Many defences,
particularly the statutory and common law defences of
innocent dissemination are relevant to this discussion;
but the plot mostly revolves around whether Google Inc
can be classified as a publisher under defamation law.

The story so far
UK precedents
There have been three cases in the UK each decided
by Eady J — Bunt v Tilley;2 Metropolitan International
Schools Ltd v Designtechnica Corp (Metropolian International Schools);3 and Tamiz v Google Inc (Tamiz)4 —
which have cast doubt on the ability to classify Google
as a publisher capable of being held liable for defamation.
The first case, Bunt v Tilley, really dealt with a claim
against internet service providers (ISPs) for defamation,
but it formed the basis of the subsequent Eady J
decisions. In Bunt v Tilley, his Lordship struck out the
claims against the ISP defendants on the basis that they
were not publishers at common law. None of the ISP
defendants had been given notification of the existence
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of the defamatory articles. His Lordship found that the
ISPs were acting in a purely passive capacity, and that
“persons who truly fulfil no more than the role of a
passive medium for communication cannot be characterised
as publishers.”5
In Metropolitan International Schools, the plaintiff
sued on a defamatory web page, but also named Google
Inc as a defendant, on the basis that its search results
produced a snippet of the particular external website,
which the plaintiff sought to enjoin. However, Eady J
dismissed the plaintiff’s claim against Google, and
referred to his judgment in Bunt v Tilley, saying:6
In that case, I had held as a matter of law, that an internet
intermediary, if undertaking no more than the role of a
passive medium of communication, cannot be characterised
as a publisher at common law.

In Tamiz, his Lordship reached the same conclusion
in respect of defamatory blogs hosted by Google, both
before and after notification.7

Trkulja8
In 2012, the Victorian Supreme Court gave judgment
in Trkulja v Google Inc LLC (No 5) (Trkulja).9 A search
of the plaintiff’s name on the Google Australian website
would yield search results such as the defamatory
snippet “Michael Trkulja — Melbourne Crime — Underworld — Gangs”, when conducting a basic word search,
and, when conducting an images search, defamatory
images which imputed a connection to organised crime
figures.
The jury in that trial found that Google published the
material resulting from each of the word and image
searches of “Michael Trkulja”, and that while an innocent dissemination defence may have protected Google
prior to notification, Google could not avail itself of the
defence following notification. Beach J dismissed Google’s
application challenging the jury’s findings, holding that
it was open to the jury to find that Google was a
publisher of the defamatory material.
Beach J criticised the statements of Eady J that
implied that Google’s role was purely passive:10
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Specifically, his Lordship does not appear to have given
any consideration to the fact that internet search engines,
while operating in an automated fashion from the moment
a request is typed into them, operate precisely as intended
by those who own them and who provide their services.

Moreover, his Honour held that the statement that a
person who performs no more than a passive role cannot
be a publisher cuts across the principles that have
formed the basis for liability in the newsagent/library
cases and also where someone with power to remove a
defamatory publication chooses not to do so in circumstances where an inference of consent can be drawn.
This, his Honour said, does not represent the common
law of Australia.
Further, his Honour rejected the notion that Google,
which had itself produced the page of images that
resulted when searching for the plaintiff’s name, might
be considered merely an “internet intermediary”.11
The significance of this decision was that the Victorian Supreme Court had found that Google could be
classified a publisher prior to notification. Even if the
defence of innocent dissemination would protect such
publications, Google was nevertheless a publisher.

Bleyer
In Bleyer v Google Inc (Bleyer),12 a case before
McCallum J in the Supreme Court of NSW, the plaintiff
sued Google because the search results produced snippets derived from and hyperlinks to seven external web
pages. In March 2013, Mr Bleyer asked Google Inc to
remove the links, and Google removed three of the links
and sought further information in relation to the other
four. Mr Bleyer commenced proceedings 2 days later.
McCallum J rejected the view expressed in Trkulja, to
the extent that Beach J had considered Google to be a
publisher prior to notification, and shared the view of
Eady J in the three UK cases:13
I would respectfully disagree with the conclusion reached
by Beach J in Trkulja that the performance of the function
of the algorithm in that circumstance is capable of establishing liability as a publisher at common law. I would
adopt the English line of authority to the effect that, at least
prior to notification of a complaint, … Google Inc cannot
be liable as a publisher of the results produced by its search
engine.

The consequences were monumental for Mr Bleyer.
If Google Inc did not publish the matter complained of
prior to notification, then the persons claimed by the
plaintiff to have downloaded the allegedly defamatory
material prior to notification could not have received the
publication from Google Inc. On the plaintiff’s claim,
two of the three people claimed by the plaintiff to have
downloaded the matters complained of did so prior to
notification, and for this Google could not be held liable.
For this and other reasons, McCallum J permanently
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stayed the proceedings on the basis that the possible
benefit achievable by bringing the claim did not outweigh the costs to the court and the parties involved.
This case was undoubtedly Google Inc’s greatest triumph in Australian defamation litigation.

The Duffy case
Janice Duffy met a man in New York and stayed in
touch with him upon her return to Australia. She
consulted with various online psychics in 2006 and
2007, from whom she sought information about the
prospects of a romantic relationship with the man. The
psychics made positive predictions that the two would
end up together and when such did not eventuate,
Dr Duffy complained to the psychics, sought a refund of
her money and, among other things, created false
accounts purporting to be other people, including the
husband of a friend of one of the psychic’s customers
who had committed suicide as a result of the psychic’s
services.
Subsequently, in 2009, Dr Duffy became aware of
numerous publications on a site called Ripoff Report
warning psychics to be wary of her. The posts were
varied, but they mostly gave rise to imputations to do
with Dr Duffy stalking psychics. The web pages hosting
the posts would be produced when searching the plaintiff’s name on Google, and eventually, when typing
“Janice Duffy” into the search bar, Google would offer
“psychic stalker” as a suggested autocomplete.14
Dr Duffy wrote to Google seeking that the links to the
defamatory material be removed. When the response
was unsatisfactory, Dr Duffy commenced proceedings.
There are three categories of publication that are worth
considering here:
• paragraphs;
• hyperlinks; and
• autocomplete or related search suggestions.

Google paragraphs
“Paragraphs” are references to each paragraph in a
search results page, which comprises the title of the
hyperlink, a snippet of the content at that linked web
page, and the URL. Blue J had little difficulty determining that Google satisfied the physical element of the
publication test:15
Google was the sole operator and controller of the Google
website. The paragraphs resided on Google’s website. The
paragraphs were communicated by Google to the user
conducting a search. Google played a critical role in
communicating the paragraphs to the user. The physical
element of publication is present. Google did not play the
passive role of a mere conduit such as an internet service
provider … or a telecommunications carrier … Google
played an active role in generating the paragraphs and
communicating them to the user.
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As to the mental element, Google intended to publish
the paragraphs to the user. In addition, because Google
was not a primary publisher, it was necessary that
Google knew or ought to have known of the existence of
the paragraphs. Thus, the mental element of publication
was established on notification, if and to the extent that
Google failed to remove the matters complained of after
a reasonable time had elapsed (his Honour estimated 1
month, for example at [52]) after effective notification.

Google hyperlinks
The issue of hyperlinks raises the question as to
whether the content of the external web pages is
republished by Google when users click on the links
displayed by Google’s search results. His Honour held
that if a search of Dr Duffy’s name had merely returned
the URL of the matter complained of without functioning as a hyperlink and without accompanying text, it
could not be said that Google was a publisher of the
matter complained of. To access the material, the user
would need to enter the URL, which is to say that the
user would have to go and find the material him or
herself. Analogously, the publisher of a database of
books hosted at external libraries would not be liable for
defamation if one of the books were defamatory, nor
would the author of an article who includes a defamatory text in a bibliography. But, by providing the link,
Google’s software was found to have played an essential
role in the delivery of the content of the web page to the
user upon request. Accordingly, Google was found,
following notification, to have been the secondary publisher of the material at external web pages.

Autocomplete and related search terms
At issue here is whether Google can be considered
liable as a publisher when the words “Janice Duffy
psychic stalker” are generated when a user enters the
search term “Janice Duffy”, after Google fails to remove
the suggestion within a reasonable time after notification. The same question applied to the “Related Search”
suggestions. Blue J held this too to constitute a publication.

Available defences
Google predictably relied on the defences of innocent
dissemination at common law and under s 30 of the
Defamation Act 2005 (NSW); but the defences cease to
protect the publisher once notified, and were of no
protection to Google in these circumstances.
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Google attempted to rely on the common law and
statutory qualified privilege defences. These both failed
because the “publication was indiscriminate as to the
persons to whom publication might be made and as to
the purpose or interest of such persons in making the
search enquiry”.16 Google attempted a novel argument
that members of the public have an “interest” in being
able to access information efficiently, such as through
Google’s service; but his Honour rejected the argument
on the basis that the members of the public do not have
an “interest” within the meaning of s 28(1)(a) of the Act.
Google attempted to rely on the justification defences
at common law and under s 23 of the Act, but Google
failed to prove that Dr Duffy stalked or persistently and
obsessively harassed psychics (although Google was
able to prove a more minor imputation, that she misused
her government work email address). Google also failed
to establish that the imputations were contextually true,
which would have provided a defence under s 24 of the
Act.

Conclusion
There seems to be a growing body of authorities for
the proposition that Google is a publisher, capable of
being held liable for defamation once on notice. The
latest judgment is particularly useful because, over its
144 pages, it provides practical details about the notification process that will be useful to practitioners representing online secondary publishers, such as search
engines or social media platforms, as well as individuals
defamed through, and seeking relief from, those media.
It also contains the most thorough and up-to-date analysis of the relevant authorities in this area. However, this
chapter of the story about Google’s liability as a publisher in Australia is not yet complete. We have no
indication as yet of Google’s intention to appeal the
judgment, and, in any event, there are remaining issues
that must proceed to trial. Among them are:
• the defences of triviality and time limitation;
• the application for an extension of time; and
• the causation and quantum of damages.
We will have a far better appreciation of the result of
this litigation once the issue of damages has been
determined and once (if it is at all possible) any
judgment against Google Inc, an American company, is
enforced. McCallum J in Bleyer considered any such
judgment to be virtually unenforceable in the US. That
said, until an Australian appellate court makes a contrary
determination about Google’s liability as a publisher,
this judgment will stand as the strongest indication in
favour of that proposition.
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I can therefore I am entitled:
the cultural justification of copyright in the
digital age
Peter Knight and Harry Knight BANKI HADDOCK FIORA
Takeaway points
• Copyright is quite different from other IP (internet
protocol) rights due to the cultural considerations
at play.
• The Productivity Commission appears to accept
uncritically the common arguments made against
copyright in the context of widespread appropriation and online sharing.
• If the Commission limits its inquiry to economic
considerations the outcome is unlikely to contribute to the current copyright reform debate.
The Productivity Commission released an Issues
Paper in October 2015 inviting submissions on Australia’s intellectual property laws.1 The stated goal of the
Commission is, among other things, to “consider whether
IP arrangements strike the right balance between incentives for innovation and investment, and the interests of
both individuals and businesses in accessing ideas and
products”.2 The Commission proposes to evaluate copyright bundled together with other IP rights, such as
patents, plant breeder’s rights and trade marks.3
This article does not attempt to assess the economic
value of copyright — we are not economists. We are
concerned with the parallel debate about the cultural
value of copyright — the so-called “copyright wars”4 —
and some of the common arguments made against
copyright in the context of widespread appropriation and
online sharing. This article will refer in particular to the
online copyright infringement of professional photography.

Copyright as Procrustean bed
There is a popular argument that copyright has failed
to adapt to modern cultural practices and values.5 As a
consequence (it is said), copyright fails to balance the
competing interests of creator, on the one hand, and
consumers and derivative creators, on the other. In short,
the argument is that copyright has become a Procrustean
bed in the digital age.
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The Commission appears to sympathise with this
argument, making the following comparison in its Issues
Paper:
Unlike patents, copyright applies at a very low threshold to
works that are merely ‘original’ rather than innovative or
useful. And unlike patents, which offer variable degrees of
protection to inventors through the provision of innovation
and standard patents, copyright applies uniformly to all
new works, offering a standard scope and period of
protection.6

This is problematic for two reasons. The first is that,
considering how the issue is framed, it appears to be a
foregone conclusion of the Commission’s inquiry that
copyright is overprotected. The Commission ought to be
open to more persuasion in the course of its independent
research and during the public consultation process.
The second reason is that the Issues Paper appears to
flag the Commission’s plan to use economic rationalism
in its inquiry. This is hardly surprising given the positioning of the Commission as the leading advisory body
on micro-economic policy for the Federal Government.
However, this approach does not take into account that
copyright does not serve the economic purpose of
promoting innovation and investment. The underlying
purpose of copyright is, among other things, to promote
creativity, which is primarily of cultural value.
This article challenges the unstated assumption of the
Issues Paper that the widespread appropriation and
online sharing of copyright material justifies changes to
the copyright regime.

The need to copy for art
One talking point at the recent Copyright Law and
Practice Symposium 2015 was whether, and if so to
what extent, artists and authors should be entitled to
appropriate the works of others. The “development and
convergence of information and communication technologies”7 has been a catalyst for the appropriation and
online sharing of creative content. One argument ventilated at the symposium was that the copyright regime
ought to be updated to accommodate the need to copy
for art.
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Creative appropriation is hardly a recent phenomenon
— the word “parody” derives from the ancient Greek
word parda (parodia), referring to a type of burlesque
poem or song in which the words of a high-minded work
were slightly altered for comic effect.8 In context therefore mash-ups are not some cultural aberration that the
copyright regime has failed to address.9
Creative appropriation and online sharing can be
harmful to the original work. “Artist as digital cannibal”,
a recent article by Amalia Stone,10 considered the
transformative use of professional photography by the
artist Richard Prince (of Cariou v Prince11 fame) and its
implications in an Australian context. Ms Stone concluded that the online percolation of derivative use can
jeopardise the commercialisation of creative content and
the reputation of its owner.12
The unauthorised use of creative content is not
essential to creative appropriation and online sharing.
Consider the example of the striking works of Tony
Garifalakis in an exhibition on display at the National
Gallery of Victoria.13 These comprise pre-existing photographs of members of the British Royal Family, with
the flesh shown in each photograph daubed over with
matt black, with holes left for an eye or two, lips in some
cases and some items of jewellery, and the tar-black
paint dribbling. Mr Garifalakis could seek permission
for his appropriation from the original owners or their
intermediaries and, if permission were refused, he could
use different photographs. It is possible, of course, that
an appropriation artist may regard such courtesy as
kow-towing to the art-as-product establishment but there
would be a certain irony in this if the appropriation artist
were to commercialise the resulting work.14

The need to copy for consumption
In their article “Copyright cultures,”15 Sherman Young
and Steve Collins discuss the right of internet users to
use and download creative content available online.
“The Napster case”, Young and Collins say:16
… was a key case about power and control in the new
digital age. It opened up arguments about the competing
rights of artists, record companies and consumers over who
controlled the commodity of recorded music.

They argue that such a right is well-founded in the
history of copyright: in “the Encouragement of Learning”17 and in otherwise meeting the “wider needs of
society.”18
The dictates of space do not permit Sherman and
Young to explain their leap from the right to access
information, which is undisputed, to the right to copy
works for private use. They observe the use of copyright
material for artistic purposes, especially parody, as
exemplary of consumers claiming “ownership over the
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text.” 19 Consumers however are generally not interested
in artistic transformation; they simply wish to use the
copyright material for their personal enjoyment — they
want to listen to the song or use the picture to illustrate
their blog or Facebook page.
If there is a need for a consumer to copy, this must be
balanced against the need for suppliers to be paid. One
can be sympathetic to the concerns of content owners
whose business model depends to a significant degree on
the supply of their content for private, personal and
domestic non-commercial use, such as some software
developers and the film and sound recording industry.
Such businesses are obviously threatened by an unlimited right of private copying.
The public debate that surrounded the Dallas Buyers
Club dispute showed to a remarkable degree an increased
awareness on the part of consumers that the production
of creative content can be expensive and involves risk of
failure. Without revenue there will be a plethora of
people who will be deprived of income — make-up
artists, clapboard operators, film and sound recording
crews and editors and a veritable army of other creative
people whose modest livelihoods depend on receiving
an income from their craft.

The need to copy orphan works
One other common argument made against copyright
in this space is that the owner may be difficult to
identify.
In the 2014 report of the Australian Law Reform
Commission (the ALRC), Copyright and the Digital
Economy,20 extrapolating from the needs of libraries and
archives, the ALRC argued that anyone should be
entitled to make unlimited copies for any purpose of
“orphan works” unless and until the content owner is
identified.
Taking again the example of professional photography, the ordinary photographer promotes and sells photographs online, and their customers often use photographs
online. Often, the photographer will use reasonable copy
protection measures such as watermarking. Once uploaded
however the photographs are retrieved by Google searching and the more popular photographs are copied for
online non-commercial use. The copy protection measures are often removed using consumer software such
as Photoshop. These unprotected copies are retrieved by
Google searching and the photographs percolate online.
Inevitably, these photographs will be copied for online
commercial use, which adversely affects the market for
the photographs.
The proposed orphan works scheme would place the
cost of this online percolation (and the incentive to
minimise this cost) on the content owner. Given copy
protection measures are routinely used, this would be an

internet law bulletin

December 2015

unfair outcome, particularly where the commercial user
had the means to obtain a licence in respect of the
photograph or a similar photograph in advance.21

The ubiquitous meme — a case study
The Awkward Penguin meme controversy is a recent
example of how these common arguments are made in
the context of widespread appropriation and online
sharing.
The Awkward Penguin meme (right) reproduces a
substantial part of the photograph taken by the professional photographer George Mobley (left). The content
is owned by National Geographic and is commercialised
through Getty Images.

of the camera, the location and lighting of the subject,
and the selection of filter, lens and exposure. The
creative choices required after the photo is taken include
photomontage, airbrushing, and composition. This photograph is arguably a valuable cultural contribution in its
own right and Mr Mobley and other professional photographers should be encouraged to create more photographs of a similar quality to enrich our visual experience.
In contrast, the arguments made against the copyright
protection of Mr Mobley’s photograph bear little weight.
There is no need to copy the photograph for the purpose
of creative appropriation and online sharing. This is
clearly illustrated by the subsequent appropriation and
online sharing of the meme without the photograph
being used.
There is also no need to copy the photograph for
consumption because the copying is not for the purpose
of accessing valuable information or for any other
valuable purpose. The online percolation of this meme
also has an adverse impact on the commercialisation of
this photograph and similar photographs, and the photographers should not be expected to bear this cost.

Conclusion
The Sydney Morning Herald reported in September
2015 that Getty Images had been pursuing copyright
infringement claims concerning the commercial use of
the Awkward Penguin meme.22 In response, the Awkward Penguin meme has been appropriated and shared
as follows:

The copyright regime is quite different from other IP
laws due to the cultural considerations at play. Our fear
is that the Commission will limit its inquiry to economic
considerations, and uncritically accept the common
arguments made against copyright in the context of
widespread appropriation and online sharing. If this fear
is realised, the inquiry is unlikely to contribute to the
current copyright reform debate.
Peter Knight
Partner
Banki Haddock Fiora, Sydney
knight@bhf.com.au

The original memes were infringements of the copyright subsisting in Mr Mobley’s photograph. While such
memes might be protected as transformative use in the
US, this would not be the case in Australia.
The infringed work is a photograph of a penguin. To
the eye of the ordinary consumer, the photograph has a
low level of originality and should not attract the same
level of copyright protection as, say, the winning portrait
of the 2015 Archibald Prize.
However, the taking of this photograph would require
considerable planning, skill, expense, determination and,
maybe, a little serendipity.
The pre-shutter creative choices available to a professional photographer include the positioning and angling
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